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NOTIFICATIOMN

New Delhi. the 27 October, 2008

G.5.R. 782 (E).— In exercse of e pawers confered by clause (za) of sub-section (2) of
section B7, read with sub-section (3) of section 858 of the Information Technology Act 2000 (21 of
2000). the Ceniral Government hereby makas the followng rules, namaly—

1 Short title and commencement — (1) These ruies may be calied the information Technology
(Precadure and safeguard for Monitoring and Collecting Traffic Data or Information) Rules, 2009
(2] They shall come into force on the date of their publication in the Official Gazetts.

2 Definitions. — In these ndes, unless the contéxt othermse requires, —

i4) "Act’ means the Information Technology Acl. 2000 (21 of 2000);

(o) “communication” means dissemmateon. iransmission, camage of information or signal m some
manner and include both a direct communication and an indirect communication;

(c] "communicaton fnk”™ means the use of satellite, microwave, radio, terrestrial line, wire, wireless
of any other communication media lo inter-connec! computer resource;

{d} “compelent authordy” means the Secretary to the Government of India in the Department of
nformation Technology under the Minstry of Communications and Information Technology:

(2] "compuler rescurce” means compulél resource as defined in clause (k) of sub-secton (1) of
sachion 2 of tha Act

() “eyber secunty incident” means any réal or suspecied adverse event in rafabon to cyber security
that wiolales an explicitly or implicitly applcable securily policy resulting in unauthorized access
denial of servicel disrupton, unauthorised use of 8 computer resource for processing or storage
of infermabion or changes to data, informaton without authonsation:

(g} “cyber security breaches” means unauthofised acquisiion of unauthorised use by a person of
data of information that compromises the confidentiality, integrty or availability of mformation
maintained in & compular resource; :

(h} “infarmation” means informaton as defined in clause () of sub-section (1) of seclion 2 of the
Al

fij “formabion securily prachoes” means implementaion of secunty polcies and siandards in
order to minimize the cyber security incidents and breaches;

{} “intermediary” means an infermediary 85 defined m clause (w) of sub-section (1) of section 2 of
the Act,

(k) “monidor” with its grammalical varations and cognate expressions, includes to view or iNSpEct or
record of collect braffic data or informalion generated, transmitted, received or slored in a
compuler resource by means of a monitoring dewee:
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il “monitoring device” means any clecironic, mechanical, electro-mechanical, electro-magnatic,
cptical or other insirumeni, device, equipment or apparatus which 18 used or can be used,
whether by ilself in combination with any other instrument, device, equipment or apparalus, to
view or inspect or récond or collect traffic data or information;

{m) "port” or ‘application poit” means a3 sel of software rules which identifies and permits
communecation between application 1o application, network (0 network, computer to comparter,
compater sysiem to computer system;

in) “Review Commillee” means the Review Commitlse constituted under rule 4158 of the Indian
Talegraph Rules, 1951;

(o} “secunty policy” means documénied busness rules and processes for protecting mformation
and Ihe computer resaurce;

{p] “traffic data® means raflic dala a5 defined in Explanatfon (i) 1o section 666 of the At

3 Direclions for monitoring — (1) No directions for monitoring and coliection of traffic data or
information under sub-section (3) of section 898 of the Act shall be issued, except by an order made by
the competent authority.
(2] The competent authority may (ssue directions for monitoring for any or all of the followng
purposes relaled to cyber security. namely -
{(a) forecasting of imminent cyber incidents,
(b} monitonng network application with traffic data or information on computer résource;
(e} identification and determination of viruses or computer confaminant;
{d) tracking cyber securty bréachas or cyber secunty incidents;
(e} trackmng computer resource breaching cyber securily or spreading virus or comparter
contaminants;
ifi identifying or Iracking of any person who has breached, or & suspected of having
breached or being Mkely 1o bréach cyber security;
{g)  undertaking forenswc of the concerned computer resource as a part of investigation or
infernal audit of information security practices in the computer resource,
{h) accessing a stored informaton for enforcement of any provisions of the laws relating to
cyber securily for the time being in force;
{i} amy other matier relating to cyber secunty,

{3) Any direction issued by the competent authorty under sub-rube (2) shall contain reasons for such
direction and a copy of such direction shall be forwarded to the Review Committes within a peried of
seven working days.

{4) The direction of the competent authonty for monitaring and collection of traffic data or information
may include the monitoring and collection of traffic data or information from any person or class of
persons or relating to any particular subject whether such traffic data or information, or class of traffic
data or information, are received with on® or more compuler nesources, being a compuler resource likely
Io be used for the generation, ransmission, receiving, sloring of iraffic data or information frem of 1o one
particular pefsan or one of many sat of premises.

4, Authorised agency of Governmenl for monitoring and collection of traffic data or
information, — (1) The compelent authonty may authonse any agency of the government for monitonng
and cellection of traffic data or information generated, transmilled, received or stored in any computer
Iesoerce

%) The agency authorised by the competent authority under sub-rule (1) shall designale one or
more nodal officer, not below the rank of the Depuly Secretary to the Gowernment of India, for the
purpose fo authenticate and send the requisilion conveying direction kssued under rule 3 o the
designaled officers of the concemed intermediary or person n-charge of computer resources,

{3} The requisition under sub-rule {2} shall specify the name and designation of the officer or the
agency o whom the monitored or collected traffic data or information is to be disclosed,

{4) The intermediaries or person in-charge of compuler resource shall designate one or more
officers fo Tecele requitiion and to heodie euch requisition ftom the nodal offices fof menitloring o
collection of Iraffic data or infosmation,
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(5) The requisibon conveying directions for monitonng shal be conveyed (o the designated
officers of the imtarmediary or person m-charge of computer resources, i wriling thiowgh kefber or 13 by
the nodal officer or delivered, (including delivery by email signed with electronic signature), Oy an officer
not below the rank of Under Secretary or officer of the equivalent rank

{5} The nodal officer issuing the requisition conveying dircctions for monitoring wnder sub-ngle
{2} shall also make a réquest in wibng to the designaled officer of Intermediary or person in-charge of
compuier resource for monitoring n accordance with the format indicated in such requisition and repon
the same to the officer designated under sub-rule (3).

{7} The nodal officer shall also make a request to the oficer of intermediary or person in-charge
of computer resource designated under sub-rule (4) 1o extend all facilibes, co-operalion and assistance
in instafiation, removal and testing of equipment and also enable online access or 10 secure 8nd provide
onkne access to the computer resource for monitoring and collecbng Irafic data or information

i8) On receipt of requisiion under sub-rule (2) conveyng the direction issued undel sub-fuls (2]
of nule 3. the designated officer of the intermedsary O person in-charge of computer resource desicnaled
under gub-rubs [4) shall acknowledge the receipt of requisition by way of efter or fax o 2'ectroncady
signed 2-mail to the nodal officer within a peniod of two howrs from the time of recespt af suen requigsbon

{3 The offices of Vre silermediary o person mechage of computes resource desgniied undes
sub-nule (4) shall mamtain proper recosds of the requisRions recéned Dy him

{10) The designated officer of the intermediary of persan in-charge of computer resource shatl
forward in avery fifleen days a st of requisition convaying direction for monitoring or coltecbon of raflic
dala or informaton to the nodal officer which skall include deads such as the reference and date of
requisition conveying direction of the concerned competent authanty

5 Intermadiary to snsure affective check in handling monitoring or collection of traffic data or
information.— The mntermediary or person in-charge of computer resources shall put in place adéquals
and effective imtermal checks o ensure that un@uthonsed monitormg or collection of traffic data or
information does nol take place and exireme secrecy is maintzined and ulmos! care and precaulion 8
taken irt he matter of mondonng or collection of (raftfic data or mformation as it affects pnvacy of citizens
and also that this matter is handled only by the designated officer of the intermediary 0f perscn in-
charge of compuler resource.

&. Responsibility of intermediary — The intermediary or person in-charge of computer résource shall
be responsible for the actons of their employees also, and in case of viclation of the provision of the Act
and rules made thereunder pertainng o maintenance of secrecy and confidenbality of information or
any unduthorsed monfonng or collechon of traffic data or informaton, the intermediary @ persoen in-
charge of computer resource shall be llable for any action under the relevant pravision of the laws for the
tirne being in force.

7. Raview of directions of competent authority — The Review Commiltes shall meel at leas! once in
two months and record its findings whether the directions issued under sub-rule (2) of fule 3 are in
accordance with the provisions of sub-section (3] of secbon 508 of the Act and where the Feview
Committee s of the opinion that the directions are nol in accordance with the proviscns refered to
sbove, it may set aside the directions and Ssue order for destruction of the copes, includng
comasponding alectronic record of the monitored or collected traffic data of information.

8. Destruction of records. — (1) Every record, including elecironic records pertaining to such deactions
far monitonng or collechon of traffic data shall be destroyed by the designated officer after the éxpuy of 8
period of nine months from the recaipt of directon or creabion of recond, whichewer 15 fater. excagt in &
case where the traffic data or infarmation is, or ikely to be, required for functional requerements

{2) Save as otherwise required for the purpose of any ongoing investigation, crimknal complaint
or legal proceedings the intermediary or the person in-charge of computer resource shall destroy
records pertaining to directions for monitoring or collection of information withen a period of six months of
discontinuance of the monitonng or collection of raffic data and in doing so they shall maintdn extrome
secrecy.
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. Prohibltion of monitoring or collection of tralfic data or information without authorisation,—
(1) Any parson who, mltentionally o knowngly, without authonsation under sub-rule (2] of fule 3 of sub-
rule {1} of rule 4, mondors or collects traffic date or informalion, or atlempts (o mondor or collect trafiic
datz or information, or guthorises or 2ssiele any person o monidor of collect traffic data or information &
thie cowrse of its ocowrrance or Iransmission at any place wialhin india, shall be proceeded against,
punished accordingly wnder the relevant provisions of the law for the ime being n force

{2) The monioring or collection of traffic data or information in compuber resource by the employes
of an intermediary or person in-charge of compuler resource of a person duly aulhonsed by the
intermediary, may be undertaken i course of hes duly relabng fo the services provided by that
intermediary,  such actvities ane reasonably necessary for the descharge his dubes a8 per the
prevailing indusiry practices, in connection with the following matiers, namely .—

(i} installation of computer FESOUNCE oF any equipment © be used with computer resource; or

() oparation or mamtenance of COMPUIET PESOURGE, of

(s} instaliation of any communecalion link of $oftware eidher af the end of the intermediary or

subscriber, or installation of user account on the compuber résource of ntermediary and te-sbing
of the same for its funciionakly,

{v) accessing stored mformation from computer résource relating to the inataliation, connection or

mamlenance of equipmen, compuler resourcs o a communecation ink or code; ar

{v) accessing stored information from computer resource for the purpose of —

{a) implementing information security prachces o the computer resource,

(b} determining any Secunity breaches, compuler contaminant or compuler virug,

(€} undertaking forensic of the concerned computer resource as a part of svestgation or
indernal audil; or

{wi) #ccessing of analysing information from a compuler resource for the purpose of tracing a

compuier fesource OF any person who has contravened, or & suspecled of hawing
contravened or being Bkely to contravene, any provison of the Act thal is Ikely to have an
adverse impact on the senices provide d oy the inbermediary

i3} The intermediary or the person in-charge of computer resource and its employees shall mantain
sirict secrecy and confidentality of nformation while performing the aclions a% specified under sub-rule
(2

[4) The detasls of monitored or coecled traffic data o sfoemation shall not be used or disclosed by
intermediary o person in-charge of compuler resource or any of its émployees to any person other than
the intended reciplent of the sald informabon Under sub-rube (3) of nude 4. Any intermediary o #s
employees of parson in-charge of Compuler regowce who coniravenes the prowsions of this ruke shall
e proceeded agansi and punished sccordingly under the relevant provisions of the Act or any other
taw for the e being o force.

10 Prohibition of disclosura of tratfic data or information by authorised agency. — The detais of
monitored o collected traffic data of informaton shall not be used or disclosed by the agency authonsad
under sub-rule (1) of rule 4 for any other purpose, excepl for forecasting imminemt cyber thress or
general trend of port-wise traffic on Infernet, or general analysis of cyber incidents, or for imesbgation or
in judicsal proceedings before the competent court in Indua,

11. Maintenance of confidentiality. — Save as otherwise provided n rule 10, strict confdentiaiity shall
be maintained in respect of direcbons for monitoring or collection of raffic dala or information 1$susd by
the competent authorty under thirse rubes,

. B 1B)I2004-EC)
N. RAVI SHANKER, Jt. Secy.
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