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MOTIFICATION
Mew Delhi, the 16th January, 2014
G.5.R. 1%E)- In exercise of the powers conferred by clause (zc) of sub-section {2} of Section 87, read with

sub-section (3) of section 70A of the Information Technology Act, 2000 (21 of E{IEHJ} the Central Government hereby
makes the following rules, namely:-

Short title and Commencement.— (1} These rules may be called the Information Technology {National Critical

[nformation Infrastructure Protection Centre and Manner of Performing Functions and Duties) Rules, 2013,

i2) They shall come into foree on the date of their publication in the Official Gazete,

2. Definitions,— (1) In these rules, unless the context otherwise requires, -

{a)  *Act” means Information Technology Act, 2000 (21 of 2000},

(b} “Appropriate Govermment” means appropriate Government as defined in clause (g) of sub-section (T} of
sechion 2 ol the Act;

{c) “Body Corporate” means body corporate as defined in Explanation (1) to section 434 of the Act;

{d} “Critical Information Infrastructure” means Critical Information Infrastructure as defined in Explanation 1o
sub-section {1} of section 70 of the Act;

(e} “Critical Sector” means sectors, which are critical to the nation and whose incapacitation or destruction
will have a debilitating impact on national security, economy, public health or safety;

(i  “Indian Computer Emergency response Team” means the Indian Computer Emergency Resﬁonsﬁ Tenm
notified under sub-section (1) of section 708 of the Act;

{z) “Intermediary™ means an intermediary as defined in clause (w) of sub-section (1) of section 2 of the Act:

(h} “MNodal Officers™ means officer(s) nominated hy the appropriate Government(s) and its agencies, body
corporates, and other entities in the designated critical sectors, who shall inform. cooperate with and
support the designated Nodal Agency or its units as and when required for the protection of Critical
Information Infrastructure and associated protected systems;

(i} *“Technical Centre” means technical units of the National Critical Information Infrastructure Protection
Centre or critical sector(s) or of the appropriate Governments and its agencies, which shall work cohesively
in synergistic manner with the National Critical Imformation mirastructore Protection Certre for the
protection of Critical Information Infrastructure,

(2} Wards and expressions used in these rules but not defined and defined in the Act shall have the same meaning as

is assigned to them in the Act.

-
A

{1} National Critical Information Infrastructure Protection Centre (hereinafter referred to as NCIIPC) shall be the
national nodal agency designated under section 70A of the Act in respect of Critical Information Infrastructure
Protection and shall function at the address to be notified.

{2} National Critical Information Infrastructure Protection Centre shall be a part of and under the administrative
control of the National Technical Research Organisation (NTRO),

(3} National Critical Information Infrastructure Protection Centre shall function on a twenty-four-hour basis on all
days of the year including Government holidays. The address and other contact details of NCUPC shall be
published on its website.

(4} Wational Critical Information Infrastructure Protection Centre constituency shall be the Indian critical
information infrastructure as notified by the Government from time to time and excluding those notified under the
Ministry of Defence,

Functions and duties of the National Critical Information Infrastructure Protection Centre.— The functions
and duties of the National Critical Information Infrastructure Protection Centre shall be the following, namely:-

{ 1} National Critical Information Infrastructure Protection Centre shall function as the national nodal agency for all
measures t0 protect nation's critical information infrastructure.

{2} The National Critical Information Infrastructure Protection Centre shall essentially protect and deliver advice
that aims to reduce the vulnerabilities of eritical information infrastructure, against cyber terrorism, cyber warfare
and other threats.

(3) Identification of all critical information infrastructure elements for approval by the appropriate Government for
notifying the same.
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{4} Provide strategic leadership and coherence across Government to respond 1o cyber security threats against the
identified critical information infrastructure.

{5) Coordinating, sharing, monitoring, collecting, analysing and forecasting. national-level threats to critical
information infrastructure for policy guidance, expertise-sharing and situational awareness for early warning or
alerts. The basic responsibility for protecting critical information infrastructure system shall lie with the agency
running that critical information infrastructure.

(6) Assisting in the development of appropriate plans, adoption of standards. sharing of best practices and
refinement of procurement processes in respect of protection of Critical Information Infrastructure.

(7) Evolving protection strategies, policies, vulnerability assessment and auditing methodologies and plans for
their dissemination and implementation for protection of Critical Information Infrastructure,

i8) Undertaking research and development and illied activities, providing funding {including grants-in-aid) for
creating, collaborating and development of inncvative future technology for developing and enabling the growth of
skills, working closely with wider public sector industries, academia et al and with international partners for
protection of Critical Information Infrastructure,

(9) Developing or organising training and awareness programs as also nurturing and development of audit and
certification agencies for protection of Critical Information [nfrastructure.

(10} Developing and executing national and international cooperation strategies for protection of Critical
Information Infrastructure.

(11} Issuing guidelines, advisories and vulnerahility or audit notes etc. relating to protection of critical information
infrastructure and practices, procedures, prevention and response in consultation with the stake holders, in close
coordination with Indian Computer Emergency Response Team and other organisations working in the field or
related fields,

{12} Exchanging cyber incidents and other information relating to attacks and vulnerabilities with Indian Computer
Emergency Response Team and other concerned organisations in the field.

{13} In the event of any threat to critical information infrastructure the Mational Critical Information Infrastructure
Protection Centre may call for information and give directions to the critical sectors or persons serving or having a
eritical impact on Critical Information Infrastructure.

Manner of performing functions and duties.-—

{1} {a) The Wational Critical Information Infrastructure Protection Centre shall essentially undertake its task and
discharge its responsibilities in close association or coordination with the respective nodal officers of the
critical sectors, Indian Computer Emergency Response Team and other organisations working in the field or
related fields.

{b) Prioritisation of actions against threals or vulnerabilities shall generally be based on the type, severity.
affected entity and availability of resources and the methodology for prioritization in descending order shall be
as follows, namely:-

(5] the threat or vulnerability could result in significant physical or econemic or other damage to
the national critical information infrastructure;

(ii) Government property covered under critical information infrastructure, is in danger;

{1if} a significant number of sector(s) of the national eritical information infrastructure are in
danger;

(iv) a particular sector of the national eritical information infrastructure is endangered.

(21 Communication with National Critical Information Infrastructure Protection Centre

(a) The respective nodal officers in the various critical sectors shall communicate with the National Critical
Information Infrastructure Protection Centre using all appropriate or available means of communication.

[1x) The National Critical Information Infrastreture Protection Centre may also take suo moto cognizance of
any vulnerability/threat that comes to its notice and that affects, or can affect. the nation’s Critical
Information Infrastructure, and initiate suitable measures.

(c) The National Critical Information Infrastructure Protection Centre shall maintain a 24X7 help desk to
facilitate reporting of incidents.

{3) Mational Critical Information Infrastructure Protection Centre — Operations and Response
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1a)

(b

{c}h

(d)

Mationzl Critical lnformation [nfrastruciuce Prowection Centre shall. in conjunetion with the respeetive nodal
officers and cther agencies like Indian Computer Emergency Response Team working in the ficld, issuc
advisories or alerts and provide guidance and expﬂrme-\har]ng it addressing ihe 1hreaL<.-'1.'uInerdbLILl,ies for
protection of Critical lnformation Infrasiracture,

It shall. in the event of a likely/actual nationzl-level threal. play a pivotal rale and cmrdmalr: the responze of
the various stake-holders in the area of critical ml’unnalmn infraskucture in ¢lose cooperation with [ndian
Computer Emergency Response Team,

For protection of critical information infrastructurc, the MNatiomal Critical Information Infrastroclure
Protection Centre may take recourse for monitoring and eollection of wraffic data in accordance with the
provisions of section 698 of the Act and the rules nolified thercunder specific to critical information
infrastiructurc and relevant te their cyber protection needs caly,

The powers o the Watonal  Critical  Information  Infrestrocture  Protection  Centre  for
intereepdionAnoaitoring/decryption and blocking of eyber information for the purpose of protection of
critical information infrastructure shall be in accordance with the Taw and as per the Standard Crperating
Procedutes/madalitios w be joinly developed by Minisiry of Home Afiairs and NTRO.

6. Advisory Committes.—

{(a} There shali be Advisory Committes to advise the National Crifical Information Infrastruclure Protection

Centre on policy malters and measures refating to the protection of critical information infrastruciure 1o
enahle it to fulfil its mandated role and functions.

(b} The Advisory Committee shall consist of the following:-

0]

iy  ChairmandScientific Advisor, NTRO - Chairtman

fiit  Mepresentative of Ministry of Home Affairs ' - Member

tilis  Representative of Ministry of Law & Justics - Member

{iv}  Representative of Department of Telecommunications - Member

(v Represemative of Depariment of ilectronics & IT - Member

f¥i]  Representative of Department of Expenditurc - Member

ivii)  Representative of Ministry of Defence - Member

Iviii) Director General, CERT-IM - Member

(ix1  Representative of National Security Couneil Sceretanatl - Member

{x)  Representative of Cabinet Secretariat - Member

(xi} Subject'Domain Experts (Mominated by the Chairman) - Memben(s}
h{xii} Two Representatives ltom NTRO - Member(s)

{xiil) Representative of Intelligetes Bureauy - Member

{xiv) Representativc of aby other Ministry as and when reguired - Bpecial Tnvilee

{xv) Representatives from (ah indusiry (&) body corporate - Special Invitee

4

(e Critcal Seclors

{x¥i) Representative of State Governments (by rotation) - Spocial Invitee

fxviid Drrector General, Mational Critical Infurmation Infrastructure

Pritection Centre = Member Convener

The Advisory Committee shall meet as oficn as considered necessary.

(d) The Advisory Commitize may constitute Sub-committees to address any specific issue relating to [unctioning

of NCLIEC.

7. Research and development.—

The Wational Critical Information Infrasicuciure Protection Cendre may seck coltaboration and support rescarch
and development {direet or indirect] in accorcancs with rules and procedures of Governmene in this regard from-
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{1} Government organisations or bodies, institutes, Departments, agencies or societies etc.;
(i) institutes of eminence within and/or cutside India;
{iii) body corporates and industry associations; and

(iv) subject or domain experts,

[F. No. 9(16)/2004-EC]
R.E. GOYAL. Jt Secy.
arferer=

74 fawel, 16 WFET, 2014
a7, 20(3).- I Bew gEA WA AR, 2000 (2000 F 21} B ERT 70W F I9URT (5) F G o

T 87 &t SRR (2) ¥ WUE (7) TN Yew i o s awe gy P Py e & st

1. Wit A 3t wReT— (1) g9 Frget @ wfie A geen Sl (aRdr @ s nffe s st @t sl
arfiredt & fdee & &if) frow, 2013 24

(2) 3 o A P W o TR W we @

2. oframam.— (1) 77 Fio S g aw wo s @ alfim A A, -
(@) srferfroe & gaa dteifdy aftrf, 2000 (2000 F7121) FRET #;

(@)

m

(5}

€l

{m

TR W W T Wi s, 2000 F G 43 () gRtfle s wene aftve g
TR W1 WA Argaw aee A § SR S R, WA S 9o Feger da HEE FE
el o e ¥ WalH IatEy wai wen et S qean d gun ae § wEee & R e B s
TRAT AT &

“FEaER TE § gE dhaftedr s, 2000 6 R 2(1) (2) # oRonfET semEr genE wfinia f

PR GRET AT ¥ g YT 5T S

AR GOAT & ET Welfvsr st 2000 AT 2(1) (FE) # mun aftafie g g s g

W FEAT W I ATeAiae a1 Wi Wi vt aiftii § ot M, weafrer ar seegite e v
et ot Aead @ w1 g T T Pl 491 & e et we danel 4wl sy o Seee B I
it s 8, ireds worEwy aFfiga Tgg, HaT B S A A, S W a g Iu, Wit &
ST A AT H ARG, I7 S GRAT Y WA, WA & T i for ugar, T e O TS W
o7 T At e o Bt

TR T ST W WY e § watta @1 anatie sea enfia afige we afine § R sl 058,
T Y T e Sgu, ET 6 AT aRET e & fon Rl dogee we st o e 2 A
aftaef, ity 36 R ST e e aReTrer A e ey i Pt srar v o6 SewE B )

“wTgE A W # foret ety arem o aftv arefie weafvset Rt deer e F argRfi qEen A S
1 TR W97 IT SR I s
T ¥ R SRR AT R 3w 1 T AR €

RATT SRR AT S 2o | AR fF awr 700E) 6 Iranr (1) & anfl senflE awetT S s
wftrfa 2 arfia &

HEAT & T et aftrfm, 2000 B awr 201)(v) F aRte qEe st &

7T e womferl ¥ wEaR e meet oY Seeel F1 A % & 9eE W gy Afvgt oy qeet @
T AT &

T TR WA SRR W S ¥ aftf 6 ary 7o) B 9w (1) F st st weeg g
ST Y AT o o ety e s afinie g,

e ey @ e il decyey WA i GRaT & O wee eqaar e At miRe s &


file:///jmnn

[&0T 11wz 3(1)] M 1 AT S g

(@ drerr § il Froer Hivedm e A diag avdt a7 el s Sieeime 4§ g aftei 2 R geea
T & 3 TErea e SR S & T S Aige 37 AT S OF A 5 9 E |

(2% From ¥ s e o afrfre o ofrmie =8 € ol R o 8 ofes e &, 0 0 ol g ) e
yAFEE g

3. amfrufr— wreeftr =R s wiafear g= f&ﬁgﬁéﬁmgwﬁﬁﬁﬁﬁymwhsﬁqﬁﬁﬁraﬂ?wmﬁﬁ
o, werm it s SR vae & e w oy geE P, 6, diditat wieciey, ofrd e w8 Resft - 110003 9
AT BT

4. b — W57 gerag it ot AT e R, T st e s SR @ ge s a3 e e g |
5. 24- HE TN T @ BA— FE-FT FOHN qUT 3 e F 2 wiEw af 5 edt B F 2402 st wem e wd-gT @ auk
freRor gereht 3awTET www . cert-in.org.in % weifare fivar S fore g w areree T s

6. HETEPT WATT— e WeArghR Wil Te-37 & THay YR 3 ware A & qret offe Sanaif ov e 30 ol o s
e i stent ot g @t F W B | waresn uffy @ e Frerfertan 3 free @

(1) wftm, geaeifdt oty s sitenfieht R B
(1) e s o wfoE e,
(it e serer @ wiE HEw,
[y FEfir et s e afaiR Hew,
(V) 5 Far faraer 1 AR T
(V1) e wRem oftwe witTsE w1 Ry e,
(VI TSt e ST AT S e o A T,
(uiny 3 Sdigge ST AR T 6w aEH,
(1) ﬁﬁammmﬁﬁmﬁﬁaﬁwﬁﬁwnﬁﬁﬁﬁﬁ#mﬂmw#?ﬁgﬁﬁhﬁmmmﬁmﬁ
wrafe Wiy ST e T wiatr, T
(%) Tervar i fdt s S wiaf Ry s,
(x1) T TR & WA (EErE & T Py arFTRI:
i wﬁ'&w " e TEED GUEE

7. TRiEE— HE.g o F T TRty S1gaT e Er

8. wd-3 ¥ ey afty mftrer— arftifra &t ey 70 @ & qenfafte & et a1 ow wTgew wvan sreat i afi & R wwe §
TTEE WARRIHT i for Rwe arfiEoT St SO-anT OF 59w T e 0e-aT OF TR F o e e geat  9ifE
H Ew i TS Tt e A wvger woteTan  werE aR |

9. HaT— W5 e B San me s
o TR G BT 0T S
o TrEER G g 1 aferEm $ fao
o IR T Y T AT St s
v T R AT iR Wi,
o EEEY T & & ¥ Wl 3K Nienfid waE,

o Py 10 iR Fras 11 % Sufiae (2) & sl o o P ¥ fag aefid st ¥ fone aflremr semr S
T

o HTEE T SRS & 4T B ot fdeat st & dey  argae s B w5
186 Gi1/li-3


http://www.cert-in.org.in

10 THE GAZETTE OF INDIA : EXTRAORDINARY [PART H—3EC. 3{i]]

10. JUrET -~ WE-G7 e HTEw S Ariant s wER-s ol Ay WEe e geat i e iy M &
fFreferfae qoreTal ¥ W ST HEreT o S, s

() HFERT FEET A HiEf 2,

(r) T,

SeeE A e 2R A

T,

AN TearET it Fae wfee e HiEnfihT g ¥ R,

i Teu, aEy A e we,

AT TR I e e

fe o1 afen) =1 g,

RIS e AT Wit ge, He it e e
(7) FECTTT FET AT ¥ T & g were st
(@ TEEuR )

11, ifera st witmo

(1) Tt 1 frer ity s @ w—

() w57 el et e g w09 WIEAR gETa o W e o ¥ gt o a7 R wfee g & e A
S -3 W & T R @ s We A e aur e, wafe P, s f s afedt & @, v
S, AT T T SR SR g s TR T Y ST W T Se-sie g, T W AT S wenad e
@Y afte et yEen @ Rl wfty o @l o S B & Sey ¥ gerg B W B W o fia wery Aot orRt
i ety Freferiten mrufirasal & e Seme i @ it —

(1) T AN SRS At STEET SeARA & de g 6 <o e S waw,

() 4o ek sEave |ftT wdufe gE aEwEe 90 4 e gl S arsew geTe T HIEET HEe
EEATY (S A it ), San A el s, quts, segey S e,

(1) F2-UTF O 97 IR B ATelt S S qEan Ty, S Wi ¥ gats, S o e e A
vy wEsiveren wonferdt ox =i Tad & e ) ¥ any iewTs;
(v) T afti e & ardT eena & e i g v T e e & s e 3w |

() -5 TR R Eea ¥ S W ¥ e & firg safie Faml S orgfhar wer g st e s wEar wee
ST T TR T T AN e o WA T Sier Efa el W o Tt & E |

{2) FEATT U WY — WE-ge il & | wear &em— .
(1) TSR AT e 1 e #i aeht srf # gy &6 9 2 & i e 397 & e o
(1) O F e, W A ATt W S e e A e,

333333

() S s, S v e o st R we
(V) el iy apeE st & wE |

{3) HE 57 I T GO oy aftmmem— guanT AR S S, e, £, 210 w1 O dud gl F 9Ee Oy EeE
T e | WS OF S a3 S I Wi @ wan R S |

12, HE-7 O AT —
(1) T3t Y T 47T, ST T WEAT T WS AT AT T G B 4 & Ry WE-g aven o
s e BT 6 T wiEm i o & 24 92 v wem safirn deg e W WA e )
() EreATSHY Y T & W veT GEHT G waIfae @ fs R, W an Pl P aen B Ee wdm w0
T & | arge ¥ Rl S e eeT gl % wEN o qn H Sard & morefy we-g 1 RutE e afrand




[ s I-mvs 3(1) ] NG & TETH AT 11

BT | ¥ WERT, seaael 207 o S P e g 89 an e F o & aeifEna o & avee ohd aeenT w63
w27 Fer o wg & AT AT EE

HTFAT UM HEATHT 3 U FOT F T sl wre, dern S E 3R 0, Se e R A wees 9ee
Tt o & wEw & W R S B S8R www cartin arg in, TY TR R S afte e e W
e AT e |

(2) w37 et &1 & TRy O EE, S AU S | St S SE 1 I ey g a6 e
AT HEF-HEF 5

13, T[T BT HEE.—

(1) W TR & W T AR SO Fiea] & e 6 SN 6e-57 JeTT-Ie @i, T MR Fey aaT § W
TR T ¥ WAt e g s Swe Rl 7 | wE-5T qu & wae & an ¥ W wedty st st s A
fererran aaviett & gt WY, @7 STErT T AR 3 W B e AT e F < g eife Pri e T it
A W9 BT |

(2) WE-37 Wiy W et St wre Rl awf m andeil & R R Seft e w wee i R wra geedl A

: HTER e R waifae Rl i, iRl & A e e ) oeur sl B | wEe | ol et # v s

Ao a7 et & e g s 1 e St e & o Suge gu S Al wEen f it sfE, iR & s g s
o o 3t 3 TR R S Y e v T |

(3) FE-ET ETEET HoATH! 3T SIS G SeEl & SENE iR AR au S seEn & & wbee o #E el 6
TET ¥ VST HEATH! T W W, AIgeR GUAT Fewtal & an A e & e § st $ wener @ waa £

(4) Fra 13 % Safr (1), (2) R (3) ¥ v agafiye & Riamg g & Rrg wwe B wwg, W & an, w H e, R
| e o1 Sdwle e 95 AR S & B A o A 9 W A3 § AEe @ SR & fie F oot @
TR R &1 e e A St € T & |

14, Siftefrres Y 41 70 () Y TT-GRT (8) B A T A, Freiedl B P AT sEprer—

(1) it —we -3 = @ sfeErd e i@ wre geer & auaiie $ 35 & o7y A 81, sftfs i am 706E) 1 99w (4)
& Pide & fom e v, srexrafevat, Ser &=, Pmfére Fram wen fawlt s efem <1 e = e

(2) wé-57, guT dEfd sferfres, 2000 sk A afergfer Prast @ agaw qean & fay &five s & aFied aftv wueor &
VAR T

(3) ST R e ¥ fve woA- W e S el qEen P st 3 SR e aen e & g e T e & aR ae
o e At

(4 ) T ARY T AT SRRpE R BT & - A Y W Eeerneie §36, e 4 wli S Ry S A | e
WA A el Sug weR e R T BT ¥ s S, e, Toftgn o o, e e wrdee feew A e S
faforea aders favss, of-a a1 Fffe sy s o Pndeen & s ov sreqer @ el | e o P 47 3 oftnfier
T #, TR S e e o Y 1 R W U IR AvaTs A mEH o wEa £

15. sraTe & fivy Priw— aftPrm $ awr 7o) $ TwaRT (6) ¥ o T vEw SFEN sEA ARl g v adal ¥
ST % BT A A R S B G GO GG B e § AR, §E-3 dan s, seraifa, de e, ff
P g Rt s zafie =) v ar el ST Y & vy el aiftrendr apt A Pifee @ w4 e SR §
Fraren & 1o e oo 7 B | opuTe 3 fRr O e a oee geei eege S, thee a aofiger @ & N fy e |
R weren, e, 3o e, Pl P aen Y e anfh g8 weR ¥ argdet ar weet @ mem aer o P ar g
s Preife wv & e $f & w57 B g a |

16. srrparerT Ravd— e aafe & arfe IR et Sar e, semafi, 2o S, Prfe Feem o P fawedt =t & o0
Tty & srew Fre ¥ fmd o sFweE & TR F st S afteerdt Ry Préeit B el B Riftr @ 2 Rt & ofew T
TS Y SR S g TS S R ROE SR S|

-tr.Wﬁg—ai-ﬁ#mmmtm%mm.wmafﬁ,%zrﬁﬁmﬁwﬁﬂﬁmqmﬂqﬁﬁﬁﬁuﬁhﬁlmﬁﬁg
¥ e T -5 Y, - O PR R o s o ot ot o seaa Y S e R S | S W S
offe T SpaTeT ¥ P e F ¥ for W & et R v e e g & w e W |

18, SIS # Proear — FraT 14 & el TFan are 3 3 g g g e & s A seer & e AR st e 15
& st sFTe B farg wn Frd Pro 19 & svfer e e wff @ wege Ry et


http://www.ceit-in.Ofg

12 THE GAZETTE OF INDIA : EXTRAORDINARY [PART H—SEC. 3(i)]

19, geffere wftfy —
(1) PreTferfiae &1 qrfmte et o o s TV G O [Afdare s mida 61 e -
(@) e 14 & el A W w3 fa dar v, geaafiay, e i, Fefie et v ae Rl ol e
T AT,
(%) Fim 15; & ST waET wemaT, semtiat, 2u e, Fee P of e et aofs @ an e e amae

() Rk =y e S RS, Al e o, Pmfi e it Rt o s s e 15 3 and Ry wwmEfy
& it et &7 aFuTe siftfre & 4w 7o ) 3T (7) % SRnier nRme S S |

(2) gl wEf Frefai @ fese o —

(1) =i, s afte e St R .. R

(1) v 9fe, Rl st = Ty ... TR

(1) waperey it e o1 B arfbeedl, aveem fram .. e

(V) wga afeE, T 597y i

(V) T8 R (VT3 A SN ), el aite e wlenfid femr v, TS WS
AfdwiE Wil 6 o anrmsareT s e

20. it ¥ areqaTerT ¥ oy waTE— T 16 % o= qafes wafte Al arT aed sEeEerT RO & SN OF e 19 &
anef A wffy & & Pl & s o setenE, S o A S g 70 () S 9 (8) F TuRTEiT FER
SIS & T T @ & for et sl &) wfirgear 2o |

[T 7. g(16y2004-£ 2]
HT . T, HE A



