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A1.H1.17. 660(H).—Fvald T, AT et dfdfazm, 2000 (2000 #7 21) Ft 417 87 FRT
wae R & g F g Rwfafaa Raw aardt &, srafq -
1. dffrey A i WL~
(1) 37 TRTHT FT GRS ATH AR gEAIEC (T4 [Ahiy) Myey, 2015 8 |
(2) 3% TSI H WA i aE § vyged gii |
gfRamamd—(1) 7= Aawt & srer o 6 @t & sy staferd 7 81—

() st & g7 Sl [, 2000 (2000 v 21) sfT 8 ;

(@) “FfAFergerea”, B e sy graee ¥ a9y F sdwnEr sfem i R
UF & AfiiF §9F ARATIET & GHT & F WS, TR AT FfAad 7E T § darfafis 5
i sifsta & e setagifdt stftvere it sreeft & fearet a0 s Rt v [y w33,
HEAT: UFAUAUS SRy Gemers Yot o< aearad afdarai & 0% a6 & ®7 F ARmeT
e st

3643 G015 m



() wﬁwﬁmﬁmﬁﬁqﬁmﬂﬁwﬁﬁmﬂmk
weaTaw & g e g e we et ww & g gt T s geamee

- wieE )

(W) “sretwg geamere & geaere st § R sheToor g R o o vl st @
waretsr fawr T @

(%) “wradrez fafey upftitz” & Rt uwerowae shfra geemere ¥ ety & o grer wey ¥ g ST

farT ot wTENee TEfeT Q7 wataite s, off gEeuwger weteor, e §, e g

sfde §;

(%) “srasrfees yeitie’ & sTovres o7 P00 &

(&) "ererter e steraret S o & sterarar o srorTelt siferire & Rreds e & gl Ry geEmere
WHTIES 9T T ST 6

(&) " ety e qeamere & el dwte Rere oo sffes f ono 3 97 aw & agdet &
srpereer # shfi oo, gt Rl ar i A & el PRl sfive
srfrsraTore sifordie /)

(&) wﬁiﬁmwmaﬁtmﬁwwmﬁwﬁﬂﬁwmﬁm
# it siftie §;

(=r) “geermere wr wicme & R geemare s gftis sifiring & et geemere oo i it ffie
vire starfifee Ry oy

(8) “smiftrs whwgriae sfere”, & Rl Toergeaer sty geemere i & wwd # gemerfie

g w7 e AeTEeE s wtafte e wftie &
(®) ﬁww&ﬁmmtﬁmamﬁmmtwhm#ﬁ
wwTET &

(8) “frefaflr g & i geaTere wew wivow § R geeret # i aiedst o wer

#
(8) “gaw v, & faet WA shhry weaTee ¥ deter & o e et i eSO A W
T SR 5 1O ST g i e arer s & ;
(1) “oeq " & WA ST BEATOIC ST TG ANTOUS: Geq STWHE § TOeehT ST eaTerc
iR & forg wt R ofTe & TRt wETYE BT O ©E! STET eg Y CREOHUE § ayiRer T
T,
() “sirefrowdt feedten” &ﬁaﬁmﬁwm&m‘rdﬁwmmﬁﬁm
wrfeafs o7 ST FT ],

(9) “sifererrear waror w wrfeafR Wyt & siwemer waror o witdgor otw idveter st §

st o) warrel W Feel) g vy AR FRITSC W1V N T STHEE WTTeATR W
SR e e e |

(%) “wwiwmee geeTe & St gAY sttt F ST oF T it ey g st §
Rirerét greaerct s o ergergot el &

v e g ¥ forg TR auTSt e Siwtud 3 g v ¥ dvg T



(&) fReft weeroroer st geamere i etaed & odaed e, & o o o § o ser T o
TTRoreE ¥ O S WO & o wataet f dweed gt (TEeTaTe wrte), s
farfy st Fovfio favey o e o o eredtee e ot age w8

() fawefr oweroerger sl gearere % dubr & “geamafa gun®, & 608 oo sfie § Rrad fed

RO GETEIT T gore sy W for geemerfer e oy i fon e o i dre stafifor @),
org gt et wrar wared % for frifer stafifor § Rredt SivfRdormdram sfe gearere geifooT

qrfaer )

(7) “gEarere ¥ shfry geamae ot grruRTE sty gearae sl §;

(%) ‘g qee” & wird wer s § off shftg gemmere st areafie qeg )

(@) “geree By #ﬁmm&ﬁﬁmwtmmﬁmwm
siafise § ol URNTROH FEaTers W GO # staaf@a el semrr gt Fr s s &

(W) “gearerc srflrersror & aind erer orflrier § o weamere ¥ fireer & s goom 9@ v el ar
HYE e AT o sy gy i §, 9 g e o eyt g )

() “www ey & W st sl § oft Al wrdard & et ardw i wwa A ayafiva wear §
T 3w safter 4 gt o ggare war § Pt s @ & & av wrer B § ol qug @y
EYe Y T AT 8

(@) "wwg 2y e & PRt awg 2§97 warer & o g g W I v R gE v A
efire qite s § ofr wad stade oy ey oY § o qfSe s gore Pt mar ot

(@) e w2 T AT & W € i wor i o o Rt Frere s &

(7E) “geerTaTe” & gweediae arhey da wftter § o o showfRe Rtbe % wrg g ¥
geat fr wEsTT wea % forg ave Ry Sgerer wwnft 8, ser sredoeT o oy et § ol ow
vadwy R # wrer o vtwrer oft aaft @, ot Ao Rréraard i~

() uwRTRTE ¥ Ty stdey sl gt gay §;

() feft ffre dod ¥ wrrraoe wrer f seoay w7 TfE 37 O TwETE oW 9T
aearor fiver B afvwrey s swdT w0k fmy amar § -

() oweHTe ST o7 qerra e @ i s o e R geaer § e
T ormaT & o gawr ST it % Rrg el R o aeeose weardor 9 Afieme
T % forg fvay o e

(&) "wEETHTE shrg geaTerT we & wir aew st § Ry yrawe vy & qewstte ster o vge
st geaTere wwTe w g wr ST g & g wree awerawae eft s afarite weat §, 99
Wﬁ{qﬁ‘fﬁ_

() uwerrwoe st gearere v ow W wearaer i e R g O 9n wrer T W
v e wiary Rl oy weema o wear §

() wprengeraer st gramers woe B gereRe quar, wenmalE gew, qur g, e g s
WU I W G T W ¥ TTT wTHee ae wivverer g

(%) “TarTRTE SR gRTATT & TRTORTS TR s g¢ shfiry gemere st §;
(7%) “urmuwue aearaer gwauRue ah st R desE ¥ g aeamdor sfdva § e sl ey e

¥ g & forg iygorrt o e, aedt, Rrorfira, A st st smRed & seresor s famat
e g areft WY s ¥ frg far orra & of sper o aeemior wfdfRe & sroa grar
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(a9) “meeTue iy § qF afara ar Suanreal g it & o€ s siadHTas 8§ gy
e g 3% arfvereror afida & Y ReRfm S s § ,—
() felt Rfdre s & Pre s e s f{e s”i v ol & sy # B omowee
TEATAS Y FFETHAT T FUT F A0 g At f et e svdy @ € S ag
Iuefiia wedl & fF Relt vraowrer aeaas § B ol @t i B st # seena R
SITIT; 3T
(i) =% Reaia Srmefiaar & st fFew, e ok gegfisor B qur afise § R
Rz ge7
(79) “TFIHUS T § HE g afada § ) s avg F oua sTew 1 § @ s Uy
$t :1§ d5feus A gft & AR @@ § agh sviaor § FARSarEeE, geaor @
Fehw # ger faega e diz amr waiaor, wwag el i)k wEeod @i
Aferrrrron zuffa §; '
(g=1) “vrmuaue g & wherd e sreddem (gererd) R afita § set Afafte § afira &

FT ITANT THFHUACS FEarat ¥ ae her o sfleee am ¥ w9 § R arar § o Tt ¥
zawE ¥ famr Rfte vrmoree aeegie w1 o Iedr R smar g |

(2) ¥ == A 7= oY et g £ oRenfie T § Ry affie § oRmie § @ s 76 od
ST 3T IF AT H

3. i e ¥ HTEAW ¥ I F sftrior F G Rt st geaet—

() &7 Gor ST FATT FeFor gy A strea s Gt gt siftere @ serer w0 & gEty
T&Y § SUART A & dafaa 2;

(@) feft S ol e 1 a9 Fom Sad Gl & B fEg dy s § 43R0 $RET a0
ITANT FI G Tt Srwniam 1 I R simar & ; uw Feit (Rrdl wrgde it wgr smar §) # Iwdmr
1T FEame ¥ go ¥ o s @ geft &1 gudnT (R afdas deft @=r s &) o g ¥
wryiyn B @y YT ST 8 )

() Rt st geneaT F gor X g F g g9 Fed 1 SUANT S ST gERITET o T
HATYA G TATES AT FHATere a7 % forg sifda &)

4. IFiT FETER B o —(1) gEaTEEal et gdaR st W ERieR FQ W I gEar ft
Rt oy e O SRR A R TUHG: SEATEREHA | 6 gledd] AT Tredd] ¥ UH g0 BT B A6
Enei!

(2) & e U 9w TR TEE F90 |

(3) gEaTELHal HT FEAT AT WITEAIL g4 g4 IRumw i gEaaEar it yrgae i s gETeR

TSR T ITGRT FQ U UF ST gearers § Sqiaia < 3 |

(4) aréra s waa ST aferer ST A a9 S gEaTET B AT ST 90 )

(5) 9T geamere v guTATaT gearer 4t 2t @y off g sftere Ft ag B s e

(6) FAvaferfera wmT off gwamere &1 v g v, —
() FETEATHAT h 1 T GEATAT TAT T,
(E)mqmﬂmwmﬁwﬁﬁ%ﬁﬁﬁmwsﬁMﬁwmw

T it AfATHTTS: F AT FA g,

(1) Foreieren 3 e et e TR O R STANT AE ST Wittt ¥ AvE
¥ THTT w7 T ATATATOE: HT GeATI w4 & O T e & ;
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(o) s srToftenor SRRt si s g srgfen s o it it () ik
fSrreT ITAhT 7 Stiw & & fore o snar @ & sishiar gearere swmor o & srfdfaas fy e 38 %

srefir wideigor ¢ o T &;

(2.) e ywTor 9 yifegfd WErster e yqr 97 &) e s\ 9 yieefa
et Regiae Rt ST somor o gfddger & F & w Frsmar g
(7) Sty s wmvor o gt 3 & g - '

(@) wriw F gearafa eer R savda sy o gfdge guer § # gy & a6
STt

(@) 78 gRe=T T H 9977 20 af 2T R granR () Fr s ad g,

(M) ©F AT gAY €Y fAFeq @1 I g9y € d41 yaar (Soguadt) e T genies
99T Tl g9y Lt Fi AT 77 2atd § B geraad! awg 2w oF g9y @9 ¥ wrg $ aoft
e grrers B AR o gfees o

(ﬁ)mmmﬁﬁmmﬁ@mwﬂwmmm#wm%wﬁ
sisTRor faT STt | :

5.mem.q1)mm%wﬁmm%m%ﬁmgww
- ¥ AT § g9 g aftere F T ger afomy $ @oEt F % wmeaw § A $eil H7 SUIRT 55
g1 faRaT S, germaasat Refefa 6 s som—

(%) afe sy gramerdd &7 go el WTEaT FT SYFRT F gU T T av R ¥ Rt
aftrora, afd fE=mm & % g gamia oz af gearat g s g |

(@) a8 IHY S JHIT FEITEL FT oI (54T 4T AT |

(2) wfageareR &1 9T F3 & forg st af¥ee 2 g iR aoreaTy ydad gearst 93
FEATEI Y FHAAT ST & FATHH FoT ST |

(3) FHTATAY FEATEIT T GATIT FA & (T golaerat afvee g¢ grarse 1 @y §9 & gearid
A s )

(4)ngmwwww%ﬁqmﬁmmﬁqaﬂtmﬁwmﬁm€wﬁmﬁ
- Wl YEadl €29 I [ 3T 79T o7 F g | &Ry w5 ar )

6. ST gEaTEI  YHTOTYT —(1) T&d g7 gwreia sy R o RdEs grer R wm an, st
A1 Foft SFETIAT F oI fAeara AT s FTar §, 7 STANT SAgsred FHTeiiHeor witasiRyy F ais Foit
sy €Y stferswrforaT 1 gerus F % for T s |

(2) srgrea ATV FTFARTIET & s ot THI FT ITANT ST F A FHT gEare
gHTOT $t stferaTioraT #1 gy w9 % forg BT smoa o

(3) srsrea wTvfieor yrfRETRET grer Wt v yworen witegw o=t f 9w a1 gfte w3 ¥ R fr
sreaft 3 s srgered Tt sttt swrorey Rftm & ar gawr afafRae 6 are 38
% arefter widegor A Prar T g |

(4) shr geareT it Rffm=aar #7 9979y F@ 99T g SAHT FETET THI9T 1 ST FA
FTer TATVRCOT STTRHTE & &1 FoiT THITYT & ATEAH ¥ @7 g7 gEaid s & yworey
F HEATEG F4h A A RAFFAT Sa@em § S 7= Fegaiy T8 ¢ a7 gearas & a9
el foaT ST |
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(6 stfirar geaTRT WHTOITS it WEIT FERTETT 0 GorT % @ sy ararer By ST |

(8) warrurerst it shgrerr st wrerat e 7 # wrast & srepaTe R oo )

(7) af srerores 6 Reflrererar o € & wr § @ witregor gt 6 ot sifire it &)
7. sfrg gemTer STTE—awd we Wi oy sty geermere wedt & ehfirer ffRrer wrfaerrdt o e g,
e Ry wgem § -

%i ﬁgww R = mm&;;o‘;;f;amg ]

-memﬁﬁ N ormhrei STCTET SERCOT W ((2048, 4006 i
fre)); dewar 1.5

mmm’%; S — P—

wm mmﬁﬂﬂhm —g‘;;;ﬁ};fw‘&mb%

iﬁ:ﬁﬁ - reTEEe 9266, 9384, T 521

m%ﬂt%_ud_ﬂ - ____-u.1 CAd;:ﬂ@";;—aeLﬂ—_h |
2. PAJES with CAES

l'aﬁ%:@qe}m - mmmwmq -

ammmkm#thﬁm—mmm—
(%) 7 e S % wreaw & g ol wRTaw fT s ofr wétw R st ®r sregger
srstrear vy B seerhafe et & e &

(@) o drefy dor S SIS o 4 e fifg wofiefie s & dag 0, oF i (R
iy ofY s orrerr ) T ST wwEe sl g s qard ef (R s 3o
wHT WTAT §) T IUANT UHETATS S GRITHT T HETI X 6 (O0g U U
FERrHTOr T )

() mmgarmmﬁﬁﬁﬁmwmmtmmmkmw
mmmmwwmm&#wkmm

(®) T gewgEgw wearyo 7 st Rt wrer ow R e award g ¥ v @
stafifsz § o fer Tenfoaw, SR, owrTETe et s o gl geifom
% ggamr & wyrRw AT §

0. TR ST gRTeT #T gu  —(1) fnt wehwgrfRlt srferdrar am e o faeft s w o gRTe

FOX THY geTeHaT TE dad ae, wwawow shfvr gemme e, geemerir g, it g o
wETere oy iy ST W |

(2) g wew & qorw & g, e weedae iR et worr—




(@) Wﬁﬁ.mmﬁqﬁwaﬁ(ﬁm Eﬁﬂfﬁgﬁhﬁwa\'ﬁa’rﬁﬂqw
¥ aef # W et o gore s

(@) asfons w0 & e woraont oy s i avg # wWaTe Y § aR e,

(37) gEETRrCEET W greET o7 areaae o §ar et i wen e wer s s W, fa
gfeome & i qo & werfor wam,

() g giAfeae s s o wrflver e o gorr R orrer & A sad s ww af g

(®) g gffese wom fr RAftre Sfmereste R Renfort & & sfamd feh
s wteon & fAfAfie R mar )

(3) W sifity geTere.gur & waivot ¥ for, geermererat wra e ser wom—

(%) TR (R, S TWsToTonTer (10 ST TYORWT] oh W79 FeTore §ererT ot ey ey

() gwamer gt o e ar S st feTse g & e W
#fefer wmdifae o oo AR g weEATe R & e s

(") giRfes s -

(1) FERTHTCT o e weaTere wee € i qearaw ot et siadvg §
() esrrrferer geesre wo it i it ger # shadeg e stivamsit Y st el 2
(i) T ET APHETEAT T FEATAT HO F O

(&) Welrs ERTerer St qfie 90 @@ ST |

(W) wers URwTHTe dud wRTew S UReTeEl d ITEN 40 g 9TET Sroer s
TEETEE! dETaw fr /et g gverd ¥ forg ey war stft wateor g

() sreire i o gE M o Arew fe siflvenstor, oft sreSiee ¥ wive &, am el
W g1 WA ST
(%) gEaTere wwifa fu, gl B sreive deft st afterw el fonfte (afi amg g @ Ivd

WO §U, gearere w7 gord T sy s s s e aftome o 64 ger g aRary
st crermT R gERTArT g W werer i Ferg Fmrr serepr

(%) geamee weat w7 effrator, fords st geawfion g, g £ a) v 609 ywTIOS a6 & @9
ngmwwmﬁoowmﬁmﬁiﬁmmﬁmWWﬁ

(&) waf¥e g, SN ST i S ST A [HOH T SO GERTATT W W G S |
(B) Wit geerere oy s geaeTe a7 dret A ot sdwgie st # g R o o)

(8) frrRrfire g off gRrTare s VI BT W —

(@) wearerler smToftece wiiter Rt & e 4ot wwreraw, o aemest 6 ard sdfte gena
waTurey oY sreweTioraT o Eeraw ool §

(@) et arer gfore e v gere wavors, of srgerer oo ittt € o
deft serrorersit oft syt {RraReT shy erewTe e i o qudve g e g

(@™ st oty i fredoor qrer ooft ok wwoorer afaedeen geft, o
WY g ot v 3 Foreg fRmre stve O i e st weemsre sravary s £ arr
38 & srefrer wifelweer o fray ot 2
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(&) fFaTeT FHOgE qriegfy e Reviex gwmomy sk siqergs gwioes wieafy
FAATHATA FT ITFET TG TFAaa0 FAT 79 9 FFgqm S 743 |

(7) Sratafer Rftm= TruaTe s gearer w1 goq w3 * forg Rt s o smaar—
(@) T ¥ grarafa seaias 9% Us g97 @I s S, set antE quy w@fr gt
TEgIE Afiae T gearadd H FA HAA

(@) Utw =T g9 WY AFer & I9EnT 997 =T 831 varar (Soagadt) F gt ar
TRITEH & F99T & 99 grare< i Rty = gfes w0 % forg B o, ser
aHg Tt ft AR 91 38 o § B vearaadt any wiv F aua 2 Fivawg st

()  FEATE S THG TIGT T ST A G T AT AT AT TAF T A THA & &7 § Wi fFar
STUAIT |

10. TFAUHUN AT FETHLC HT GATIA.~—(1) THFHUATT T A F oeqryd & geaes &
faftrrea, davf Rftmrerar st swroer R ¥ gra g fan s sk g s
FeaTerd A e avil Rt wrar smo afy awre AR g Rt sk o
AT St A= R R wr & & agoes G dr

(2) geama Faftrrracor & R % s & @ frar smoar—
() mﬁw*ﬂmmﬁﬁwmmwﬁﬁmmﬁmﬁm

ko)) ﬁﬁmﬁﬁmﬁﬁmwmmaﬁmvﬂﬁ*ﬁﬁmmﬁaﬁmﬁm

@ m%msogwﬁmﬁwmw d TwowTe sy geaee §
afewfera T T 8, ST AT, R gE T SARmaTsE T9Y R gEareT s fa F
FAIAFATIOE T FT FEATET FT TITIT FA % forT ITAT &g s

(3) "= RAftmT=ET # wr=r 7 & forg Ffafea & I B smor—

(%) gEameR gEar § FAfAwerdem A ¥ s w gemeR gEer o § SR &
ITgYT foRT s
(@) TCATER g7 § weAw dad ¥ -

(1) - 4T geargenal g e4iaeeil @ aiy Pry war , as dedidnenal givedqa gRme
WW(W)ﬁmmwmwwﬂMW
Iyafera saraon & fAsarfe wa

(i) ot qe ¥ Rfafie e @it &1 swT @ gy i 71 % ergeee i gt
I ;
(iif) gEaaTRT EAT TR | STESeE eT % faeg Wi evesee ge it ge Fam |
(4) UFHUAUS T gEaTe< ¥ ieAfo s gEarer yaoy & Auw 6 # faffde syadt F aae
ety T st

(5) ﬁmwmmﬁ%maﬁﬂmaﬁﬁaﬂwﬁmmﬁaﬁmﬂ
BEATEIL! T G@UF €T § FATYH (59T JTTIT |

(6) mmﬁmmm%mmmwmﬂwwﬁwﬁm
YT |

(7)  drafal® zeatat &1 g@TTR wW & R arife awy @i o vas gdedt guw v e ey
AT AL AHE F1T T FATIA AT ST |

EE———e =



W T TSI ¢ ST 9

[wm -@ve 3]

11, CRRGT T G HTAF.—erer TRt araves, R wwerwer stfvs geamers geat & a1y
weaad fafoer srfaerdt & forg e fvar smoa, 9 fRg sgare -

HTHH

s 3275 Sl we b

o Pt s ¥ sta Aot s et 4,
o U 509 WHTUTYR Fr safFes md g §oi AT SIS §
o Yt WA st AT wT (R frefint ¥) s st
¥ sf ey T woft

o TFTATE w19 F g qeerenerdt e o gerie 6 o § awd|
AT ¥ forg i wma st wwtar g
o T T AT Y Ty i R

o R #RIWT UFAUAUW HRATHT W URHOEqErE w Iy welr g
Frateage R ST

o e T URETATE WA W RTEW P W otadwe ¥ i
srfireraroft &7 Swivr el g wratraae f oo

STTIET 3986

| ﬁma mtfrﬁﬁaazs

w64 mwl’mma

THTH256 mm‘&tﬂq’ﬂ 180-4

rowe -1 dewr 1 5%wwzaa

T g
LRUEEEIEREE)

o W(ﬁmﬂwﬁlﬂ?ﬁ) Wmﬁ-ﬁmm HTTTRET 3741
o &AYFRwer wRrTHUE

1, SR worrgEge 1.0 (Rogfirgt s & v §)
hitp://www.w3.0rg/TR/2001/REC-xml-c14n-20010315
2. iR v 1,1 (RrorfrY wr Wy s §)
http o W3, orngUO&MZ!xml-c‘l 4nt1

Ui qeiiEn

eYIGTfis-2,

CEa (ﬁmﬁmﬁm*) TR i‘{ﬂﬂhﬁmqw. STTFET 3741
ST CRITA A

1. S wereATe 1.0 (Rreafrgt st o weer §)
http://iwww.w3,0rg/TR/2001/REC- xml -¢14n-20010315

2, iR ormeeae 1.1 (Rorfrat wr @ st §)



http://www.w3,org/TR/2Q01/ReG-
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grara e

T FETEL THIR

http://www.w3.0rg/2006/12/ xml-c14n11

TFRTUHTAE-UFIUH TS YT (TRITUaer) 6o 1.0, s34t
http://www.w3.0rg/TR/1999/REC-xslt-19991116

XPath - RFC 3653

qrafRed A yE e & sr <@ ar sEe

(=) wFE.509 H13 sidwriwrdt anieds it & sgare ard

A1 HolT gy

it 74

ratafdr grare ey

AT ©(T 2aT

FreuaT R TE-1 g9 1.5

uFariadr €1-256, 11-384, ar ft-521

1. TFUHUAZAIUH ACUHAHT 6283 3T XAJES
2. TAFNUHUASAUH ACUHAT 6283 3T PAJES XAdES ¥ 919

staT i vraTAT Aeee # fAfRfiee sroowdt 3161 ‘

12. mm_ﬁ%ramquwﬁéwaﬁtﬁwﬁmﬂﬁmwwﬁmmm,m:—

<Signature ID?>

<Signed Info>

<Signature Method/>

(<Reference URI?>

(<Transforms>)?

<Nigast Mathnrd>

<Digest Value>
</Reference>+
</Signed Info>
<Signature Value>
(<KeylInfo>

(Key Name)

(Key Value)
(Retrieval Method)
(<X509 Data>

(X509 SKi)
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<canonicalization Method/>
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(X508 Subject Name)
(X509 Certificate)
(X509 CRL)

(X509 Digest)

</x509 Data>)
</Keyinfo>)

(<Object ID?>)*

</Signature>
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MINISTRY OF COMMUNICATIONS AND INFORMATION TECHNOLOGY
(Department of Electronics and Information Technology)
NOTIFICATION '
New Delhi, the 25th August, 2015

G.S.R. 660(E).—In exercise of the powers conferred by section 87 of the Information Technelogy Act, 2000
(21 of 2000}, the Central Government hereby makes the following rules, namely:—

1. Short title and commencement.—
(1) These rules may be called the Digital Signature (End entity) Rules, 2015.
(2) They shall come into force on the date of their publication in the Official Gazette. .

Definitions-—(1)In these rules, unless the context otherwise requires,—
(aj "AGL" mcans the Information Tashnnlagy Act. 2000(21 of 2000);

(b)  “canonicalisation”, in relation to a xml digital signature, means the process of converting electronic record that
has more than one possible representation into a ‘standard’, ‘normal’, or ‘canonical form’ in which the variations
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in representation of electronic record shall be standardised by applying consistent rules, primarily as part of the

“gounter signature” means a signature on a previous signature in a series of signatures, affixed after the
verification the signature on electronic record and subsequent signatures on previous signatures serially;

“detached signature” means the signature that is stored independent of electronic record being signed;

“digestmethod element”, in relation to a xm! digital signature, means the digest algorithm to be used for the-

“end entity” means the subscriber or system on behalf of the subscriber in whose name the Electronic Signature

"end entity signature" means authentication of any electronic record by an end entity by means of a digital
signature, electronic method or procedure in accordance with the provisions of sectione 1 ar A of the Act; |

“enveloped signature” means enveloping of the signature and the initial electronic record into another
“enveloping signature” means a s.i gnature over a electronic record that is referenced and contz-:ined within the
“initial electronic ;‘ecord“. in the context of xm! digital signature process, means canonicalised and transformed
“keyinfo element” means an element that enables key information to be packaged along with the signature
"long term signature” means a signature element that is made verifiable for a long term by implemcntlng
“manifest element”, in relation to a xml digital sighature, means a structure to carry a list of reference elements

“object element” means an optional element of xml digital signature, which is used for enveloping signature

"ocsp responder” means an online service that provides revocation status of a digital signature certificate;

"online certificate status protocol" means an online certificate-revocation checking protocol that enables relymg
“paraliel signatures” means one or more indapendent signature over the same electronic record in which the

“reference element”, in relation to a xml digital signature, means an element that carries a references to data
objects, an optional list of transforms to be applied prior to digest (xml transforms), digestmethod and

“signedinfo”, in relation to a xml digital signature, means an element that contains a set of . information to be
signed for creating an xml signature, where it shall contains references to the data object that includes the

12
xml digital signature creation and verification processes;
(©)
(d)
(©)
original data object or transformed, if any ‘xm! transforms' exists;
(f)  “digestvalue element” means the value of the digest;
®
Certificate is issued;
(h)
()
electronic record;
-0
signature element;
(k)
form of signedinfo;
(1)
element;
(m)
measures to enable the detection of unauthorised alterations of signature;
(n)
processing model defined by the application;
(0)
whara tha data objoet being signed is included in the xml;
)
(@
parties to determine the revocation status of an identified digital signature certificate;
(1)
ordering of the signatures is not important;
(s)
digestvalue value of referenced data objects;
(t)
canonicalisation and signature algorithms;
(u) “signature” means digital signature or xm| digital signature;
(v) ‘“signaturevalue” meang an alamant that the actual value of the digital signaturs,
(w)

“signaturemethod " means an element that contains the algorithm used for signature generation and this
algorithm identifles all cryptographic functions involved In the signature generation;
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(2b)

(z¢)

(2d)
(ze)

(2f)
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@

“signatureproperties” means an element that provides a way to carry additional information about the signature,
such as a time stamp or any other information which are defined by application;

"time stamp™ means & notation that indicates the correct date and time of an action and identity of the person or
device that sent or received the time stamp and is enforced using time stamp token;

"time stamp token " means a cryptographically secure confirmation generated by applying digital signature of a
time stamping service provider that includes the time when the confirmation was generated;

"time stamping service provider " means & trusted entity authorised to generate time stamps;

“xml" means Extensible Markup Language that provides a standard methodology with formal syntax to identify
elements of information, describe the structure of data and rlso to store data in an independent manner, shall
have the following properties,—

(i)  with xml, content and presentation are separate;

(i)  the structure of xml data In a particular context is described using either xml schema or a document
type definition;

(ili)  xml schema or a document type definition are stored separately from the xml document itself  and can
be used to validate a given axnl duvwmsn [ voniunnainge,

“xml digital signature element” means an element that defined by standard xml schema for capturing the result of
a digital signature operation applied to arbitrary data in xml format, shall satisfy the following,—

()  xml digital signature element shall exist as a standalone document or envelop the data object that it signs;

(i)  xml digital signature element shall have signedinfo, signaturevalue, keyinfo, object and has id attribute
of type child elements in order in which they appear;

“xml digital signature” means the digital signature on xm! electronic record;

“xml document” means a document with xml logical and physical structure that is used to carry data elements,
composed of declarations, elements, comments, character references, and processing Instructions and a physical
structure composed of entities, starting with the root, or document entity;

“xml schema” means n set of pre-defined or user defined keywords and their attrlbutes arranged in a structured
manner, shall satisfy the following,—

()  should be used for a particular purpose where as a schema describes the structure of an xml document and
prowdes specification of element names that indicates which elements are allowed in an xm| document,
and in what combinations; and

(ii) should provide extended functionality such as data types, inheritance, and presematlon rules and default
values for attributes;

“XmI transtorm” means an element that specity an optional ordered list of processing steps applied to the data
objects before it was digested where the transforms include canonicalization, encoding or decoding, extensible
style sheet language transformations, xpath filtering, and xml schema valldation;

“xml namespace” means a uniform resource identifier (uri) reference where the mechanisms descrll;ed in the
specification  are used in xml documents as element types and attribute names and also to use varlous xml
vocabularies without having name collision,

Words and expressions used herein and not defined but defined in the Act shall have the meanings respectively

assigned to them In the said Act.

3. Manner of authentication of information by means of digital signature.—A digltal signature shall,—

(a)  be created and verified by cryptography which concetns with transforming electronic record Into seemingly

unintelligible forms;

(b) use Public Key Cryptography, which employs an algorithm using two different but mathematical related

(c)

keys; one key (called the private key) for creating a digital signature and another key (called the public key)
for verifying a digital signature;

use an hash function for creating and verifying a digital signature which required to make digital signnture
generation and verification efficient.

4. Creatlon of digital signature.~(1) The signatory shall, while signing an electronic record or any other item of
information: first apply an hash function in the signatory's hardwara ar snflwara
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(2) The hash function shall produce a hash result.

(3) The signatory's hardware or software shall then transform the hash result into a digital signature using signatory's
private key and signature algorithm.

(4) The contextual information like date and time, shall be then made part of the digital signature.
(5) The counter signatures or parallel signatures or both may also be applied to electronic record.
(6) The following information may also be a part of signature,—

(a) the signatory’s public key signature certificate(s);

(b) the public key certificate(s) of the licensed Certifying Authorities which used to verify the authenticity of
the digital signature certificate issued to the signatory;

(c) the self signed certificate generated by the Controlier used to verify the authenticity of the public key
certificate of the licensed Certifying Authorities;

(d) the certificate revocation list(s) maintained by the licensed Certifying Authorities, and the controller which
is used to check whether the digital signature certificate has been revoked under section 38 the Act;

(e) online certificate status protocol responder certificates and online certificate status protocol responses that
may be used n lieu of cerfificale revocarion usi.

(7) To create long term valid digital signature,—

(@) a timestamp shall be applied initially to the signed data including the certificates and revocation
information;

(b) ensure that initial time stamp shall cover all the data and signature(s);

(c) a nested time stamp option shall be used to ensure signature validity past the time stamping service
provider's (tssp) key or algorithm expiry where the nesting of time stamps implies that a subsequent time
stamp shall be applied to the prior time stamp;

(d) signature(s) and time stamps may be embedded in the data itself or stored separately as standalone.

5. Verification of digital signature.—(1)The verification of a digital signature shall be accomplished by computing a
new hash resuit of the original electronic record by means of the hash function used to create a digital signature and by
using the public key and the new hash result, the verifier shall check—

(a) if the digital signature was created using the corresponding private key and shall be applicable for parallel and
counter signatures applied on the electronic record, if present;

(b) the time when the digital signature was created.

(2) To verify counter signature, the signature on electronic record and thereafter signature on previous signature serially
shiall Le vaificd,

(3) To verify parallel signature, signature on electronic record shall be verified independently.

(4) To verify long term signature, the initial timestamp and all subsequent time stamp applied on the each prior
timestamp shall be verified.

6. Verification of Digital Signature Certificate.—(1) The self signed certificate generated by the Controller, which
begins the trust chain for the public key infrastructure, shall be used to verify the authenticity of the public key
certificate of the licensed Certifying Authorities.

(2) The public key certificate of the licensed Certifying Authorities shall be used to verify the authenticity of the
digital signature certificate issued to the subscribers.

(3) The certificate revocation list maintained by the licensed Certifying Authorities shall be checked to confirm
whether the certificate of the licensed Certifying Authorities is valid or whether it has been revoked under
section 38 the Act.

(4) While verifying the validity of a digital signature the corresponding digital signature certificate shall chain up
through the public key certificate of the issuing Certifying Authority to the self signed certificate of the
Controller and if any of the certificates in the trust chain is not trusted the signature shall not be verified.

(5) The Digital Signature Certificate shall be verified with respect to time of signature created.
(6) The chain of certificates shall be verified in accordance with the standards specified in rule 7.
(7) If the certificate validity is less than one hour, the checking of revocation list shall not be required.
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7. Digital signature standards.—The most important standards that shall be applicable for different activitics
associated with digital signature functions are as under—

Products Standards
 Cryptographic hash function SHA-2 as specified in FIPS 180-4

RSA Public Key Technology PKCS#1 RSA Encryption Standard ([2048, 4096
bit]); Version 1.5

Encryption and digital signature PKCS#7, CMS

Validation of Digital Signature Certificate RFC 5280

ECC curve NIST P-256, P-384, or P-521

Long term signature formats 1. CAdES RFC 5126,
2. PAGES with CAdES

Time stamp token As specified RFC 3101 N

8. Manner of authentication of information by means of xml digital signature.— A xml digital signature shall,—

(a) be created and verified by cryptography which concerns with transforming electronic record into seemingly
unintelligible forms;

(b) use Public Key Cryptography, which employs an algorithm using two different but mathematical related keys,
one key (called the private key) for creating a xml digital signature and another key (called the public key) for
verifying a xml digital signature;

() use an cryptographic hash function for creating and verifying a xml digital signature;

(d) use canonicalization and xml transformation to create standard electronic record prior to creation and verification
of xml digital signature;

(e) authenticate xml documents which contain data as references and corresponding hashes, which is affected by the
use of hash algorithm, canonicalization, xm| transformation and public key algorithm.

9. Creation of xml digital signature.—{1) To sign an electronic record or any other item of information, the signatory
shall first constructs reference elements, xmi digital signature element, signedinfo, keyinfo and signaturevalue.

(2) For the purpose of reference element generation, the signing software shall—

(a) create rererences) vlomsni(s) with referense to the item of infarmatinn, vml fransform element(s) (optional),
digest algorithms and digest value;

(b) optionally apply xml transform(s) to each referenced object in a sequential order;

(c) apply the hash function in the signatory's hardware or software to each reference elements, store the hash result
in the reference element; :

(d) ensure that if the object element is created, it shall not have a manifest element;

(e) ensure that exclusive canonicalization "without comments” has been mandatorily specified in addition to any
other transforms.

(3) For the purpose xml digital signature generation, the signing software shall—
(a) create signedinfo element with signaturemethod, canonicalisation method and reference(s);

(b) apply canonicalisation to signedinfo and calculate the hash value of canonicalised signedinfo using the hashing
algorithms implied by the signaturemethod;

(c) ensure that,—
(i)  the signatory has seen all the contents of the document before signing;
(ii) the contents display requirements, in the case of automated signing process, is not required;
(111} TO SIEN mulllple issvuves tugether, ;

(a) each resource shall be rendered on the screen;
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(b) ench referenced xml resource shall be rendered using xslt and the xsit shall be the last transform
done to render the resource on the screen;

(¢) each non xml resource shall be rendered using mimetype attribute mentioned in the object;

(d) gencrate the signature using the signature algorithm and the hash, the signatory's private key, and
the public key parameters (if applicable) and perform base64 encoding of thc signature result and
use [t to form signaturevalue;

(e) construct the signature element that Includes signedinfo, items of information, keyinfo with x509
certificate element and signaturevalue and the xS09 certificate slement shall carry the signatory's
x509 public key certificate.

(4) The contextual information like date and time, shall be then made part of the xml digital signature,
(5) The counter signatures or paralle] signatures or both may also be applied to electronic record,
(6) The following infermation may alse be a part of signature~-

(a) the public key certificate(s) of the-licensed Certifying Authorities which used to verl'fy the authenticity of
 the digltal signature certificate Issued to the signatory,

(b) +hw el algned cerunicate generated by the Controller used to verify the authentieity of the public key
certiflcate of the licensed Certifying Autherities;

(¢) the certificate revocation list(s) maintained by the liconsed Certifying Autherities and controller which Is
used check whather the digital signature cert!ficate has been revoked under sectlon 38 the Act;

(d) online certificate status protocol responder certificates and online certificate status protocol responses may
be used in Hou of certificate revocation list,

(7) To create long term valid xml digital signature—

(@) a timestamp shall be applied Initially to the signed document, where the Initial time stamp shall cover all
the electronic record and signature(s);

(b) a nested time stamp option shall be used to ensure signature validity past the time-stamping service
provider (tssp)'s key or algorithm expiry where as nesting of time stamps implies that a subsequent time
stamp shall be applied to the prier time stamp;

(c) signature(s) and time stamps may be embedded in the data itself or stored separately as standalone.

10, Verification of xml digital signature.—(1) The verlflcation of the xml digital signature shall be accomplished by
signature validation, reference validation and certificate valldation and an xml digital signature shall be treated valid
only if signature validation, reference validation and certificate validation as specified below are complied with,

(2) To accomplish signature validation—
(a) canonical form of signedinfo as produced during reference validation shall be used;
(b) canenical form of signaturemethod using the canonlealization method shall be obtained;

(€) the public key contained in the signatory's x509 certificate that is included in the xml digital signature, the
canonicalisied form of signedinfo signaturevalue, and eanonicalisied form of signaturemethod shall be used
to verify the signature,

(3) To accomplish reference valldation—
(a) canonicalise the signedinfo element based on the canonicalisation method in the signedinfo shall be used;
(b) for each reference in the signedinfo—

(1) If ransformations were applied by the signatory, then the verifler software may de-reference the
uniform resource identifler (url) and execute transforms provided by the signatory In the reference
element;

(11) compute digest of referenced item using the digestmethod specified In its reference element;

(1) compare the computed digest value against digestvalue in the signedinfo reference; If there Is any
mismatch or validation falls;

(4) The Digital Signature Certiflcate Included In the xml digltal signature shall be verified In accordance with the
praviclons speeifled in rule &,

(5) To verify counter slgnature, the signature on electronic record first and signature on previeus signature shall be
verified serlally,
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(6) To verify parallel signature, signature on electronic record shall be verified independently.

(7) To verify long term signature, the initial timestamp and all subsequent time stamp applied on the each prior

timestamp shall be verified.

11. The ximl digital signature standards.—The most important standards that shall be applicable for different activities
associated with xml digital signature functions are as under—

" The Product

Standard

XML Digital Signature Standard

| XML Namespace -

" Signatare ncoding

RFC 3275 with the following constraint
o Manifest is not permitted inside Object,
o KeylInfo containing X509Certificate element is mandatory.

o The  Reference  Processing shall use the  Exclusive
Canonicalization(without comments) in addition to other transforms,

o For XML resource. XSLT shall be the last transform done to enable the
rendering of the document on screen.

o For rendering of document on the screen
o Each referenced XML resource shall be implemented using XSLT.

o Each non XML resource shall be implemented using Mime Type
attribute mentioned in the object.

RFC 3986

UTF-8 RFC 3629

Signature Value Encoding
Reference element Digest
‘Signature Algorithm

Signature block Canonicalization

Dase64 RFC 4648
SHAZS6 FIPS 1804
SHA256withRSA PKCS-1 Version 1.5

|o Exclusive (without comments), XML-EXC-C14N, RFC 3741
o Canonical XML

1. Canonical XML 1.0 (cmits comments)

httpi/Avanv.wd org/TRUA001/REC xml o14n 20010215

2. Canonical XML 1.1 (omits comments)

http://www.w3.0rg/2006/12/xml-c14n1 1

Transform Algorithms

Exclusive (without comments), XML-EXC-C14N, RFC 3741

Canonical XML -

1. Canonical XML 1.0 (omits corr;ments}
http://www.w3.0rg/TR/2001/REC-xml-¢14a-20010315
2, Canonical XML 1.1 (omits coinmenis})
http://www.w3.0rg/2006/12/xml-c14n1 |

XSLT-XSL Transforms (XSLT) Version 1.0. W3C
http://www.w3.org/TR/1999/REC-xslt-19991116

XPath — RFC 3653

§i‘g_nal'l_.tré Type

enveloped or enveloping or detached

| Digital Signature Certificate

(DER) X.509 V3 issued as pe'r‘iﬁ-t‘el;ab;rabilily guidelines

ENATEET ) [T P X
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| Public Key Algorithms RSA PKCS-1 Version 1.5

ECC curve NIST P-256, P-384, or P-521
Long Term Signature formats 1. XMLERS RFC 6283 and XAdES
2. XMLERS RFC 6283 and PAdES with XAdES

" Time Stamp Token

12, The basic Syntax of xml digital signature and terms used in the rule shall be as follows, namely:-

; <Signature ID?>
[. <SignedInfo> ‘
<CanonicalizationMethod/> ‘
*‘ <SignatureMethod/>

(<Reference URI?>
| (<Transforms>)? |

<DigestMethod>

<DigestValue>

| </Reference>+ }
</Signedinfo>
<SignatureValue>
(<KeylInfo>
(KeyName)
(KeyValue)
(RetrievalMethod)
(<X509Data>
(X509SKI) |
(X509SubjectName) !
(X509Certificate) - |
(X509CRL) f
(X509Digest)
</x509Data>)
<IKeyinfo>)
(<Object ID?>)*

Where "?" denotes zero or one occurrence; "+" denotes one or more occurrences; and "*" denotes zero or more
occurrences,”
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13. Digital Signature functions Standard.— The manner of digital signature creation and verification, in respect of
signature profile and signature format, shall also conform to the following guidelines issued by Controller, namely:-

(i) Interoperability Guidelines for Digital Signature Certificates issued under Information Technology Act;
(i)  X.509 Certificate Policy for India PKI;
(iii) Signature profiles;
(iv) Online Certificate Status Protocol (OCSP) Service Guidelines for Certifying Authorities (CA);
(v) Time Stamping Services Guidelines for Certifying Authorities (CA).
' [F. No. 19/26/2015-CCA]
TAPAN RAY, Addl. Secy.
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NOTIFICATION
New Delhi, the 25th August, 2015

G.S.R. 661(E).—In exercise of the powers conferred by clause (&) of sub-section (2) of Section 87 read with
Section 16 of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes the following
rules to amend the Information Technology (Security Procedure) Rules, 2004.

1. (1) These rules may be called the Information Technology (Security Procedure) Amendment Rules, 2015.
(2) They shall come into force on the date of their publication in the Official Gazette.

2. In the Information Technology (Security Procedure) Rules, 2004,—

(a) in rule 2, for clause (e), the following clause shall be substituted, namely:—

"(e) words and expressions used in these rules and not defined but defined in the Act and the Digital signature (Ena
entity) Rules, 2015 shall have the same meaning respectively assigned for them in the said Act and rules,";



