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MNOTIFICATION
Hew Dalhi, the 27™ October, 200D

G.3.R. 780 (E).~ (n exercise of the powers conferrad by ciause (v} of sub-section {2} of section
87, road with sub-section (2) of section 69 of the Information Technology Act, 2000 (21 of 2000), the
G&nﬁalemmmmw makas the following rules, namsly:

1. Shaort ditde and commencsment.— (1} Thase res may be caied tha Infonnlﬁm Tedmlngy
{Procedure and Saleguerds for Intarception, Monitoring and Dagryplion of Inforrmation) Rules, 2009,
{2) They shall coma into force on the date of thalr publication in the Official Gazette,

2. Dafinitiona.— In thase nues, uniless the contaxt Athenmse requitss. ~

(8) *Act” maans the information Tachnology Act, 2000 (21 of 2000);

) “scommunicalion” means dissaminglion, transmizsion, camiage of information or signal in some
manner and include both & direct communication and an indvedt communication”;

2 “commurnication ink® means the use of aatadite, microwave, radio, tayeetrial !hw. wire, Wirglazs
or any other communication medin fo interconnact compuler resounce;

() “competent ammr means - .
{1} the Sacretary in the Minketry of Home Affairs, in case of the Carral Govemmandt: or '
(if} the Secretary n chargs of the Home Depariment, in cose of a ﬁlmﬂwmeﬁtwum
lerritory, as the case may ba;

{8) "compuier rasource” means computer reacurce 58 definad in clauss [l(} of sm-aemm { 11 ns

saction 2 of the Act;

i “deaypon’ means tha process of conversion of irﬂannzlmn in non-intefligible form to an
“inteligible form via & mathemalical formuly, code, password or aigormm oF 8 mmhhlllon
theveol;

(9) ‘“decryplion arsistance” meana any assistance o~ '

(it allow access, 10 the extent possible, to encrypted infiwrnation; o
{i) facilitate conversion af sncrypled information Into an intelligible form;
{h) “decryption direction” means a direction issued under rule 3 in which 3 decryption kw hﬁlder is
_ dirscied 10 -
(disciose a decryption key, or '
(0  provide decryplion assistance in respect of encrypiad information

(i} “decryption kay" means sny key, mathemalical formuta, code, password, aigorithen or an-,r

other gata which is used to »
(i) aliow sccess o encrypted information: o
(i} facilitate the conversion of sncrypled information into an intelligibéa form; )

) “decryplion key holder” means any person whe dapioys the decrypion mechaniam and who is
mmsﬁﬂmnladenMymwmadmamdwwﬁmﬂa

~ Infocmation relwting 1o direct or indinrct communications.;

&3 ‘information” means nfxmation ag defined In clause (v) of sub-section (1) of section 2 of the
Agt,

{h  C“intercepl” with its grammetical variations and cognate expressions, means the aural o other
acquisiton of the contenis of any inforrmation through tha use of any means, induding an
intarcaption device, 50 as to make some or 38 of the contenls of @ information avallebie b a
person ofher than the sender or recipient or intended reclpienl of that conmmusication, ang
intludes—

{8} monioring of any such information by means, ata mmorlng dewice;

{b) viewing, examinalion or inspection of the contends of any dieset or indirsct wthgrmalion;
and

(¢}  diversion of any direct or indirec! informalion fraen is Inlendad destination 1o any other
daslination; '

(g} “intercaplion device” means any elecironic, mechanical, electrs-mechanical, elecino-magnstic,

- optical or other instrumen, davice, equipmant or apparatus which is used or can be used,
whather by self o in combination with any oiher inglrument, device, equipmant Or apparatus,
o intsrcept any informalion; and any referencs fo an “intercaption devica™ inclides, where
appiicable, a reference 10 3 “monikoning device”;

n) “mlermediary® maans an infermadiory g3 definad dause (w) of sub-section (1) of section 2 of
the Act;

{0) “monltor with its gramematical varistions and mmame expressmns includes 10 view of
ingpecl or Jisten 1o or record information by means of & mandtoring device;
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P} - “moniioring davics™ mesns any slecronks, mechanical, elecini-machanical, gwmm
wmmmmmmmwurammummmmm
whethar by Reelf in combination with any other inetniment, davics, ewwﬂappamm [
view or bu ispact oF Lo listen o or recond any informakion,

() "Review Commilles” mapns the Review Commiftes . constied umjer m 4194 n{ Indign
Telegraph Rules, 1867, g

3. Directions for intkrception or menitering or decryplion of any Irm:mlim o person shal
cany oul the-interceptian or mmﬂonng of dearyption of any Infarmation generated, ransmithed, recabvad
or glored In-BRy coOMpulst. WD mmwmmmmmﬁsofmm mﬂmbylnm:

ssued by the comgstent sufhodty: - :

Fmrmedmaihan wmﬂnﬁsawmm mmmmm;umwmm st
mema!mehimmmymmaﬁmmﬂmlﬁinﬂh mhuhmnmamwwma
compotent authority: .

Providad fariver that in a case of smergency— _
C Y N reele aess, mmmmngdmdmmmwﬁmﬂmmm
decryption of information 16 not faasdhle; or

(i} or operstions] reasons, whees olitsining of priar dinsctions for intercapion ar monitoring or -
Mwlﬁnﬂwhwmw anwnitted, tMmmwinawmmrm
it ok feasible,

mmpﬁm mmnltodngotdmwﬁmwmgimnmmmw mmmwmmmm_
nmwmmmmmmmmmwawofmm«mmm
et officer. of the securily and law enforcement sgency (heceinafier refarrad io ae the said secunly
agency) at tie. Central lave! and the officer suthorised in this bahall, not below the rank of the Inspector
Ganecal of Polios o an officer of squivalent rank, al the Sisle or Union termitory iewal:

. Provided algo that e officer, who appeoved auch inkerception o mariloning or decryption of
indormation In case of emengency, shall inform. In writing 1o the competant autharity aboul the asmemmency
and of such Interception or monioding or decryption within three working days and obigin ihe approvat.of
mnmﬂnmmmﬂxmmmmamdmnmmmmsama‘memmuwﬂdmmﬂ"
Mismmmmmeuwmamnmmm SUCh fitercaplicn or monliacng o

Mlmummmmmwamummmmmammmmm
Wmmmamﬂmmmm _

4, mmw“nnmmaiﬁmmmmummﬂ mayamhudmmagmnyafﬂw
Govemment o intercept, monitor or decrypt Infomnatian generated, transmitied, raceived or stoared in &ny
wmmrmwmmmwmmmmmmdmmmmm _

&lmdmwﬁmﬁtmﬁmwmmm Thmqpmiauthmwm un&rmlus.
give any decryplion direction io the dadrypiion kwhﬂxﬂﬂ%niawkﬂm&ﬁmmm%a
COMEHMEr FERoUNC or part thevaod,

8. ntercaption or monitoriig of ] -mmmmmw:auummmm
mmmmmmgmm_mms Eam@wm«mmﬂmmmﬂm__

mamnﬂwm&mmnmmmmmmﬂmGwemrwflnﬁaﬁmmmdrw&m
10 the sppropriate suthoety for sush intercaplion or menlating or decryption of formalion.

7. Contents of diraciion.-— Any direction issued b?mmpwdaMWmMSMmmj
mwnsmmmmnarﬂawmdm&umsmmm&dmmﬂmmmm .
within & perind of seven working days.

8. Compatant uthority to consider altsmative misans n ngqu!rlng infarmation.— The m-sm _
authorty shall, befors isauing eny dinsclion under ruby 3, conelier possibillty of scquinng the pecessary
nﬁanmlﬁnnwwmmnummwmdhnuwm3malaumzinmywhm ilmmtpmﬁh(em __
acquire the information by anynlhur rew:mhle means, o _ _ '
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5. Diraction of interception or monltoring or decryption of any specific informetion.— The direction
ﬁmmmnwmmm@ummnﬂwmmmm. fransmitted], receivad o slored
h-anyoonpmrmumshalbeofanthmMaisummwﬁunmymmqufpmm
o relating to any perticular subject whether such mumwmamm“upﬂmm
NG O mors Compuber resources, or being @ compLs’ rESoUTeE fikely 1o be used for the generation,
trarsmission, recelving, storing of information from or fo one particular person or one or many set of
pm.umwbumﬁednrdamudhmm

10, Direction to specify the name and designation of the SHicer 1o whoim Information 1o be

discicsed.— Every directions under nile 3 shell Mfy-ﬂ_mmmddhstgnaﬁmmmmwﬂm
authorissd agency to whom the inlercepted or monitores or decrypled or stored information shail be
dbcmedandahomudfymatmeunnﬂmwcepmnrmmmamﬂawimmimmwa
subject 1o the pravigicns of sub-saction (1) of sacticn 68 of the sakd At

11. Perlod within which direction shall remain In force,— The direction for intercepiion o monRoring
or decsypiion shall remain In force, unkess revoked eariier, for a pericd not excarding sixty days from tha

12.Mm;dwwduwmuaqu— MWMWMWW
iﬂthndlymdwrde4s:uudeainnaiemormmmdaiuﬂﬁa:.nubehwmefartﬂ&pmnlﬂ
mwamwmmwuam«mmwmmmmﬂmwmmmmm
mdmcnmmwmuwmniuuedm:mle&lwinﬁammmnwmnrqmmw
mumdoﬁmﬂhWWMMﬂmwmmw#dmuﬁmﬁ '

Provided that an officar. not below tha rank of Inspector of Pulice or oficer of equivalen rank,
shall deliver the requisition to the designated cofficer of the intermediary.

13. intermexiiary to peovide facilithes, els.— (1) The officer issuing the requisitan conveying dicection
issusd under rule 3 for intarception of monitoning or decrydtion of Information shall also make a raquesl
h-nmﬁghmdwmemdhmwwpmhmdmmrmmma
ol facliias, co-operstion and assislance for intarceplion er mondaring or decryption mantioned in the
directions.

{2) On the veceipt of request under sub-rule (1), the dealgnated officers of INRFrMAaiGy oF parsn
in-cherge of computer resoutces, shalt provide all faciities, co-operation and assistance for indesception
or monfloring or decryption of infsrmation menlioned in the direciion.

{3) Ay direction Mdewﬂbﬁuhfmmm.mund«mh3tuinm«nediaryshwm5miled
bmmﬂhhmhmdﬁhﬂmhuwﬁaﬂmﬁmy&:mmha

14. Intarmodiry o designats oficars ta racelve and hendi requiaion.— Evary insmediary or
o compter resiace, 3h davgrte v oo o Hac o S o
officer ko handia such requisiion, from the nodat officer for intarception or fManitorng or decryption of

information ganarated, tranamitied, receivid or s I any eomputer resounes. .

18, Acknowledgement of inatruction.— The designaled officer of the intermediary or porson in-charge

of compuier fesources shil! acknowiedge the instruclions received by him through jetters o fax or a-mall

Hgmdmmllgnmmthemdaluﬁwofwmwagmwvﬂhhm_,hwmunmﬁpl
dmmnurmmmmm«mﬂwmwmwmm;

18. Msirtsnance of records by designatid officer.— The designated oficer of inbermadiary o person
demmmmhmmmmimwwwmmm
mﬁhhmmomﬂamwﬁnkqﬁmmh,hhmmmmmﬂwd&wmmmhl
particulars of persons, computer rasoiwes, e-mall Sccount, website address, etc. whose informsalbion has
boen Intercepted of monitored or decrypted, Maum.wqmmmmmm«mam
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17. Decryption kay holder 1o discions decryption koy or provido decryption assigtanco.— If a
decryption direction or 8 copy thereof i handed 1o the dactyption key holdar to whem the decryption
duﬁmmndﬂuudbrhmﬂnﬁwrﬂwﬁtnhnﬁﬂz mmmmmmmm
perhdmnﬂmaﬂhﬂudamﬂmﬁmcﬁm—
(a) disciose the dectyplion key; of
{1} provide the decryption assistance,

smhmmmmmmmmmmeaammm

18. Submission of Net of Intwcaption or monktoring or decryption of Iutumaﬁm.-— {1} The
dﬂnﬂﬁaudhi%%wmm%ﬂmmmmmhm
fiwen days a Bst of nterception oF MonRYing or decryption authordsations necahvad by them duiny the
mmwummsm&memmmsmhawmatm
aulbentichty of such suthadsations,

mmmmummmuxwmm&.m“mnmmma
mmﬁmmmﬂm:mmmmwwmum,m :
and lime of recaipt of such order and the date anﬂtime ﬂmmﬂdw&cm

19, Inlormadiary to ansure effective chock in lumlling Mr of hmmcptim or mmmm m'
daecryption of Information.— The intermediary of the parson In-chargs: of dhe

diracied undar role 3, mmwmmMemmaqmmmmmm Qmam,-
frwars, slorage, intarface and accesa 1o ths squipment wherever requasind hytalmw
undar ruls 4 for parforming interception or monitoring ordecryplion inciuding for the purposes of:

m the: instaiation of squipiment of the agewcy - BUtw: "‘.‘umniudhrmtmmal
inlarcaption or moviltodng or demp!imarawem shored immmammmum
directions by tha nodal elficen; or

o the maintanance, tasting or use of such equipment; o

i theremoval of such squipmand; or

(W} Mpmmmamysmwmmmawmrmmmmm
wwmmmmmms :

20. Intarsodiary to ensurs sffoctiv chack in- hlndlmg mathex ﬂ!»lnmnm or monliorifig or
dacryption of infermation.— The intermediary or person in-charge of comguiter: resourses shall put in
‘pisice adaquate end effective inlamal chacks (o engure the tmaulharised interception of information does
nat take place and sxiremo sacrecy ls onaintalnsd and yirmost care and precaution shall be jaken in the
matier of interceplion ar monkorng or dacrypiion of information e i affects privacy of cillzens and also
© thak & ty kandied only by the designaled officers of tha Intermediary and nowgother parson of the
inbermadiary o person Margeormmwmms mnmmmmmwmm
monitored or decrypted information. o e e LR

21, Responuiblity of fitarmisdiney:— ise ki arabi in-awga of COMPULS T8E0GTES

mummwmmmwmmﬁu:mandhmufmmm
raaintenance of secrecy and confidentality of infermation or any unauthonsad inlerceplion or monfioring
or decrypion cf infeermation, mnhmndimmpmmhmmmmmmw shall be Eabie
mmmumemimum“ﬁmmformﬁmmmm IS

22 Raview of dimctions of compatient authority — mmw«cmmamatmwm
e months and record its findings whethie the diections issued unter rite 3 are in accondancs wikh tha- -
provisions of sub-section (2) of saction 65 of the Azt and whede ths Review Gomimities 1 of $he apir
That Y diectons are not |naccordance with: e provizions refeimed K- alove; i ey set Wal1e e

directions snd issue arder for destruction of the copias, _dmmmammm'
inlercepted or rmontored or decrypied informiation, :

23, Dastruction of records of intarception or monitoring o decryption of mrmwnn- (1) Evary

racord, inciiding slactionic fecords pertaining o suxh direclions for intsrcaplion or marilonng o

decryption of Information and of intercephed or mondiored or decrypled information shall b destroved by
the secvity agancy mmmmmammmhammmwmla raqm:i, ov likedy to
e required for funcliona! reqirements.
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(2) Save as otherwise required for the purpase of any ongoing invealigation, mmmm

or lagl procoedings, the intermadiary or porson inchangs of computer resourcas shall deatroy PeCONdE

mwwm«mmmmofmmmmummmmmﬂmﬂ

mmwmmmmmmnmmummmmmwmmummm
SCTBIT SALIECY.

24, Prof¥bition of intarception or monitoring or deciyption of information without sathorisation.—
£1) Ary peerson wWho intentonally oF Knowanply, wilhout saifwxisation under rods 3 o rule 4, intemcepls o
atiampts ko intercept, or auihorises or assists any ofher parson to intercept or attempls to intsvcept any
inforrustion in the coursg of s ptumence of enemission at any pisce willin india, Ehall be progeedad
mmummmmmmmmmdmmhmmmmm

mmhmm mmmnruwmwmmmmmwm*
Wu!mmm«mmﬂmmuammmm,
ihe isteomediary, may te underiaken in course of his duly reipling 1o the sendces provided by el
irarrresciry, HMMmWWMMMBmMaﬂwm&M'
Industry practices, in cornechon with the ollowing matiers, Rarmety— _

M mmmﬂﬂmwmmwmr mpnmm b mmmmm o
(¥ oparation or mainterance Mmmuﬂrmm. ’

@) istalation of sny: oo oWk or soltwere eiiher st e and of the or
subscriber, mmulnﬁnndmraummmmmﬂmnwwmmmm
e for fim Rinctionshty,

mmssmmmmwmmmmmmmm Soreclal or
mﬁaﬁmmmmmnmwk«m o _ :

(v} sccessing stored infimmation from computer resource for t purpose of-—
(8] Wplementing infociation secudily piaclican ivtha compuher cescurcn;
() datermining any sacurity breachas, compier cONMSMINGNE OF COMEPUDN Virus;
" ) mhmwﬂmmwmmnamuhmmw
internal st or

MmﬁngumWMﬁmamWWmhawmﬁmi
WWmWWWMWMqiaMMmmw
> . MWMNmmmm

mmwmmmmm@armmmmmmu
mainkain sifet secrecy snd confidentiality of information witle perfueming the actions spaciied under sub-
rule (2).

25, Prohfbition ef disclosure r.ﬂ Immmd ar monitored or detsypted inborrnatbon - m Tha

_mﬂmmmwnrﬂnwsmdmymmﬁmnhnammwmdmﬁmw

y wawﬂkumhymmpmhdwgeﬂmmmawmmmm
mmmtmmmmmmwmm

1% The coments of intercopted or manlorsd or decrypbed infaemation shall not ba used o
isciosed by the sgency sudhorsed undar nas 4 for any other purposs, smept for fnvastigation or shariig
iyt hmzuﬂ@ww&hpmﬂh&%mmmmmmhmpm
Tyt

{3} Sares as cthenwise peodded in sub~role {2), the condends of intercepted a¢ montored gr
WMMW“&quWhMD&MaWWs uﬂﬂmﬂmmmﬂ
mwmmmmm _

{4)sauumhmameaM{E},NﬂMMW“WMMhM
of direction for intencaplion, mﬁbnﬁrwgardewp&onﬁsunﬂbvmmﬂmmmmaummwme'
rodst offisrs.
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{mﬁmmmauhyulxmmsamwmolmmmlm

confravenes pravisions of mm:mmmmmmpuiﬁadwmm
relevark provisions of ffwe Act for the tkne baing in force. _

{5) Whenewer asked for by the concamed sacurily aganey ot the Cantra, anmmn
the State and the Union teritory level shall prompdly stiare any Information which thay inay.have
oh&n&dﬂmﬁgdmﬁxm or raonitoring o decryption of any information genersted, |
fransriniad, roceived or stored In-any compuler resorce under nife 3, with the security agency at the
Conire.

No, msymu_m]
H. RAVI SHANKER, J. Secy.,



