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NOTIFICATION 

New Owlhl, the %f* October, 2009 

6.S.R. TSO (E).— In exercise of die powers conferred by clause (y) of sub-section (2) of section 
87, read with sub-section (2) erf section 69 of the Infenwatian Technology Act, 2000 {21 of 2000), the 
Central Government hereby makes to Mewing njles, nimily: 

1. Sfiort tlUo and commencement— (I) These rules may be calted the Information Technology 
(Procedure and Safeguards for Interception, iMonitorirvg and ON f̂yption of Informalsoo) Rules, 2009. 

(2) They shall come into fores on the date of t t^r puUicaMcm in (tie CMclai Ga««fte. 

2, DefinJiiBfis.— In these rules, unlets the context otherwise require^.. 
(a) *AcT means, the information Techno togy Act, 2000 (21 - of 2000); 
(b) *eommu¥ilcal6on' means dissemination, transmission, carriage of information or signal in some 

manner and include tooth a direct communication and an indirect communication*; 
(c) •communication link* means the use of satellite, microwave, radio, terrestrial fine, wire, wireless 

Or any other communication media to inter-oonnect computer resource; 
(d) "competent authority* means-

<$ the Secretary in t ie Ministry of Horn* Affairs, in ease of ft© Central Government; or 
(ty the Secretary li charge of the Home Department, In ease of a State Gowmwnant or Union 
territory. as the case-may be; 

(#} •computer resource* means computer resource as defined fn dause (k) of sub-section <1) of 
section 2 of the Act; 

0) •decrypta" means the process of .coiwt«ion of Jnlomtaiton In ncm-infellfgfbii towi to an 
intelBflitote form via a matbematical formula,, code, password or algorithm or a corrlbfcigllon 
thereof; ' "' 

<g) 'o^eaTPtlen assf$tanee"'rneara. any assistance to­
il} aitow acc#$s, .to the extentposslWt, to «Hrt»yptBci miion'natiart; 
$} fedltale cortvers»n of encfyp&ed informal cm jnte an Inteli^bta•femi; ... 

fji)< ^eeryptfon dlreeiicrf means a direction issued under tula 3 in which a rAKUfypfon key holder it 
dfceetedto-

(j)diselose a decryption key; or 
(if) piwHoledecrVplforiassittiiicelri respect olencrvi^Mlnlewmatfofi 

fi} "ctecrypticn key" means any key, mathematics! formula, code, password, algorithm or any 
other {fats which Is. used to -

(i) allow access, to encrypted information: or 
(I) fecSitata the conversion of encrypted information fcito an intefligjWe faffi; 

fj) "decryption Key holder" means any person who depiep t ie decryption mechanism ami who is 
in possession of a decryption key tor purposes of suosequert decryption of encrypted 
Mormafion felatrti to direct or Indirect communication*; 

OkJ TnforTmalorf means Wormaton as defined in dawse (v) of sub^tftetai (1) of section 2 of the 
Act; 

(tji "Ihtorcepf with its grammatical variation* and cognate expressions, means in* aural or otter 
aetfufcsibCHn of the contents of any mfwrraatiten through the use of any means, including an 
intereepflort 'device, so as to make some or at of the -contents, of a information avaiaWe to a 
person other than the sender or recipient or Intended recipient of that oommuniciiliDn, and 
includes— . . . ' 

(a) monitoring of any such Wormaliion by nMa.ns.of a monitoring device, 
(b) vfewng, eramlnaliori or insp*cfion of fte contents of arty direct or In**** information: 

and 
(c) diversion of any direct or Jndftwt information torn Ms inlendad destination to any -other 

destination; 
(m) Interception device" means any electronic, mechanical, eteefre-mecfiwk^ ttoetro-mapffie. 

optical or other instrument, device, equipment or apparatus which is used or can be used. 
whether by itself or in- comttnaiiofi with any otter inatjnjrnent, device, equipment or apparatus, 
to intercept any information; and any reference io an •intepcepton device" ITM*J*BS4 where 
applicable, a reference to a 'mmitonng.dsvice*: 

(n) 'InftrmeoiBry* mean* an intermediary- m dffltaed fn-Gtewse (wj of subsection ft) of section 2 of 
the Act; 

(o) "monitor* wwtfi its grammatical variations and cognate expression®, includes to view or to 
inspect or listen to or record Infermatfen by means of §• monitoring device; 
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<»} 'nwifiBorlns device* means any electronic, mechanical, elttam-tm^mmcsi, etocln>magi«^ 
optical or other fatttoftftrit, device, equipment or apparatus which is used or can be used, 
whether by Itself In rasm&fcrtatiori with any after (wiwrnwit, deviea, equipment or apparatus, to 
view or to intpictar io listen to or record any Informaian; 

rtJ "Review Committee" meamws the Review CcnwHtw eowtfUrtsd wider wte 41 iA of Indian 
Telegraph Rules, 1951. 

3. Directions for interception or monitoring, or decryption of any information — No person ShaR 
carry out the interception or monitoring or dteoryptfon of" any Information generated, transmitted, received 
a* stoned! in any computer resource under sub-section (2) or section 69 of the Act, except by an order 
issued by ihe competent authority." 

Provided that in an unavoidable c*oumsiancssr such order may be issued fay an officer, not 
below ihe rank of Ihe Joint Secretary to the Government of India, who haa been duly authorised by (he 
competent authority: 

Provided furiier that m a case of emergen<ey~ 
(i)) fci remote areas, where obtaining of prior directions for interception or menHoring or 

decryption of information is. not feaafcle; or 
{iij for operational reasons. where obtaining of prior dinecttons lor interception or moriteriflg or 

decrycfefi of any (nfoffrtsBori generated, transmitted, received or stored In any computer resource 
snot feasible, 

the interception or rewrtftoring or decryption of any inJotinstw generated, transmitted received or stored 
In any computer resource may be carried out wift She prior approval of the Head or the second senior 
most officer of fte seewtb; and taw eotereaiim*nt agency (hereinafter referred to a* the said security 
agency) as Ihe Central ievet and the officer authorised in this behalf, not below the rank of the inspector 
General of Pofioe or an officer of equivalent ranfc, at the State or Union territory level: 

Provided also that the officer, iwh© approved &uch interception or monitoring or decryption of 
Wormartjen l« case of emwTg*ney, shall inform in writing to the competent authority 4ibout the emergency 
and of such interception or monitoring or dfcotyptkm within three working days and obtain the approval ol 
me competent authority thereon within a period of seven working days, and it the approval of oampetarst 
airthority is not obtained within the Mid period of seven working days, such interception or roenileelnij or 
decrypton shall cease and th* information shai not be intercepted or monMored or decrypted thereafter 
wrthet* the prior approval of the competent authority. 

A, Auflreritaflon of agency of Government.™ The coiapeterK authority may authorise art agency of the 
Government to intercept, monitor or decrypt information generated, iransmrtted, rtsceiwed or stored fn arty 
compul»rre*owfc#for the purpose specified in wkHsecfcn <1} of sacSon 6S of the Act. 

5. issue of decryption diftcUon by competent aarthoffliy.— The eornpetent authodty may, un4er rule 3 
gh* any decryption direction to the decryption key holde* far decryption of any information involving a 
compiler resource or part thereof. 

6. Imt*rcepttwri! or monitortfliff or decryption- of fnformatlon by a, Stail* hayood lis Jkwisdlctlofl.— 
Ntotwihstanding art/thing containeri in rule 3, tf a S4at» Govemnierjit or Urworj temiory Adr™™$Sra!iqn 
reojufres any ihtercefrtion or mopttorinQ or decfypt'on of informitlon beyond Ms territorial |or1*dte9on» Bi# 
Secretary in-rJsarga of ihe Home Department 'm that State of Union territory, as the esse may be, shall 
make a request to the Secretary In the MMsby of Home Affair*, Gkswemment of tneia for issuing dkectfon 
to ihe aoproprtate auUlorty for such interception or monitoring or decryption of informalion, 

7. Contents of direction. — Any direction issued toy the competer* authority under rule 5 shaft contain 
reasons tor *ueh direction and a copy of $«£h direction shall be forwarded to the Review Committee 
within a period of seven worfcirtfl days. 

8. Competent authority to consider alternative moan* tn acquiring information — The cont|>etent 
authoiiy «haBL twforti iss4«ng any dBrectlon u«d*r ruie 3. cons*9er possibility of acojwirwio, the neoessary 
hifofmaifon by other means and the dirftefcn under nje % tha i be issued on»y when H is not possible to 
acquire the information by any other reasonable means. 
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9. Direction of interception or monitoring or d&cryptlon of any specific information — The direction 
Of Mereaptfon or rrtotftorlns or decryption of any information gyrated, transmitted. received or stored 
to any computer resource srtal ft* «ff my ^formation 33 Is sent to or torn any person or dast or persons 
or falattv to- any parfwrtar sublet whether nidi tntonralton or class of Mbmwlton am M h t d v**th 
one or man computer resources, or being a computer resource Bfcah- to be used for lr>e generation, 
tra«siw)itfaa receiving, storing of information from or to one particular person or one or many set of 
premises, as may b* specified or dsstribfld in the direction 

10. Direction to specify the name and tfesjQrtation of the officer to whofii Jnformttfort to tw 
d lMta** !** ey»ry direction* under rufle 3 shall specify the name and de^rttfari of m efteer of the 
authorised agency to wnam the intercepted or moratored or decrypted or stored Infcrnnttwn shall be 
disclosed and *Jio specify that the use of intercepted or monitored or docryfXed information shall be 
subject to the provfewns of sufcHsectfen (1) of section 6§ of t w ^ W Aet 

11. Fertai wiihlin which direction shall remain in fore*— Tha «6dSott for himeplon «rmontarina 
©f deerypfcn shsl mmm in fonse, mmmm^^^fm.fyr^p^Mrwtmm^m^^^mtmmm 
daft of Is Issue and may be renewed from lima to time for such parted not e*c#etirw lite low period of 
one hundred and eighty days, 

12. Autnorfaed «gency to daajgnaat «>d§J oiltew.— The i^mey authorised by the competent 
authority tndar rule 4 thai d*tig«ite ona or more M C M efHew, awl bafew the nank of Superintendent of 
^o«oa Of AddWoml Superintendent of Foilee or the officer of the eqyfvaiant rank, to authenticate arid 
send the raqul?î on corweyihfl direction Issued undeif rule 3 for Interception or monitoring or decryption to 
the designated officer? of the concerned JrtormedterJto or parson to-chsfge of computer tutwrce: 

• FKwfdad Ihaft m officer, not :-Mcm iha far* of l«p#eter of Police or officer of equivalent rank 
shalf Oliver th*re<^isitian to the designated omosr of the r^rmsdiary, 

13. tntfrmadJary to provide facilities, ate,— (1) The officer issuing the requisition conveying Amotion 
issued under rule 3 for Wtretption or mofUforJng or dacrypen of Information stial also male a request 
fct writing to me designated officers of hlemmnaiy or, parson ITH£UMI» of computer resources, te pratfde 
m facOTassi, co-operation and assistance for Intereeptkm or .mwitoring or decryption merHlorted In t i t 

(2);On * u receipt of recpest under sub-rule (t J, the dtflgngted officers of trterniediafy « person 
m-charge of computer resouieas, «nat provy® all ftroHMei, co-opesnon and astMsnea for interception 
or monteh® or (Itcryptton. of Morrwta nwnHorwd In m dfcaelJOft, 

ffl Any diraetion of decrypts of fcifonnaiiofl Mued under ryte 3 to Intarmediary shall be imttad 
to the «ttert e» hfonwaion Is encrypted by the Warwedlary or the Wemwdlaiy has conttof mm t ie 
decryption hey. 

14, Intertrwdiiry tso dwlgnato offkors to receive and handle raquialifcifh— Ev«fy intermadi$ry or 
penoii irMsntfp of oomputef resource anal designate an officer to neat i r relejiikllon, md anofwr 
©leer to handle siKh requisition, from lha nodal OWcer for IntErcepllon or rrionftortng or decryption of 
Nofflttltan generated, transmitted, received or stored m any computer resource. 

, 16. Aelmovfledswmftrrt of inBtrueUon — The dftsJgnated offfcer of lha intermediary or person sveharoe 
of cornp^er>escxjrces shall acknowledge me Instmctions received by him through tetters or lax or e-mati 
signed ivtti eteclronic slgnaiura to the nodal officer of fte concerned agency wrtnm two hours on receipt 
of such Mimaiofl or dlractoi for tatareeptfon or montio*8 or deayplfon of Informaion, 

18, MaJnt«nanc« of records iff designated officer - The designated offtoftr of Wemwidliry tajr perton 
jn-charoa of comptrter resourc© auliwised to intsreapt or monitor or decrypt any Information shai 
maimtitT proper rewnfe mentioning therein, the tntercepted or monitored or decrypted Irffoftrtattort, flia 
parttcutars of persons, eomputer raaourco, e-mail account, website address, etc whose Isntormstion has 
been (nAaretpled or monitored or daeryjled, Bie name and ottw particulars of Vm oWcer or the auttwray 
to whom the intercepted or monitored or decrypted infofrnaiion has bean disclosed, the number of 
copies, Inchiding caTespondir^ eiettronit coords of lha intercepted or monttored or decrypted 
information made and the mode or the method :by which such copiee, including corresponding electronic 
reeeid are mad*, irw date of d ^ r o 
duration wtthln which tha direction* remain to force. 
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1.7. Decryption key bolder to disclose decryption key or provide decryption assistance,— If a 
decryption direction or 0 copy thereof Is. handed to the d*Cfypl»n key flower to whom the d&ryptfcNni 
direction 15 pddressed by the nodal officer referred to in rule 12, the decryption 'tap hotdar shall within the 
per^m«nU<^«Mlin1fiedecryp4k^cgreclifflT-

(a) disclose the d*e»Ypf on key; or 
Cbjl pwride the <te£«ypSo« assistance, 

specified ki tit* deorypticxn direction to fs* concerned authorised person. 

18, Submission of flat .of Interception or monitoring or decryption of information.— <1) The 
designated qfflcer* of the irttwmediaiy or person in-charg* of computer resource* shall forward in ewy 
fifteen d t p a l i t of Mefceplwt or monitoring or ds©aryption atMhorisaltons received by them during the 
pteeeding fortnight to lit* nodal officers of the agencfiBs authorts«d under rufe 4 for oanirmalton-of the 
autrwsnlllî y ol such authorisaltorw, 

(2) Tho list refferred to In meruit (1) shal Incftid* detaBs, such as She reference and date of 
eider* of the eon«amed competefrt authority irsdudrng any order issued under #mergancy cases, date 
and lime of nK«$t of such order and fie date and time of1 imptementartfen of sxneh aider, 

19, Intermediary to ensure effeetiva check in handling matter of Snterceptfon or monitoring: or 
decryption of information.— The Mermedlaiy or the person In-charfle of the computer resource so 
directed under MB 3, shall provWe technrcal assistance and lh# equlpmerrt including hardware, software, 
firmware, storage, interface and access tg the equipment wherever requested by tie agancy authorised 
under rule 4 for performing interception or tnortftonngi or decryption inctudi/ig far Uw purpose* of-

01 the tnafalaion of e t̂ripment of the agency iiraf«jrSsecl~ under rule 4 for tt»t purposes of 
intftfcepfiofii or monilodng or decryption or accessing stored information ft accordance with 
dlrecttons by tfi« nodal officer; or 

(I) the maintenance, testing or its* of such equipment; or 
( i ) die removat of such equipment; or 
{ty live performance of any sdiof* required for accessing of stored infcmmatfort under the direction 

iWued by me competent authority under rule & 

20, Intermediary to ensure effective check In hsndEing matter[0 interception or rnonltorifiig or 
decryption of information.-- The interm&ilary or person irvcharge of computer resources shall put in 
piece adequate and effecttue internal checks to ensure the unauthorised interception of information does 
not take place and esdrerne secrecy b maintained and ulrrfwl care and precaution shall be taken in he 
mailer of in*erceptfon or moriitorifig or decryptiort or IntamKBtten-aa Bt affect* privacy of dtfeens and also 
that it Is handled only by the designated officers of the intermedlfwy and norther parson of the 
fcrtermsdiary m person iocharge of computer resources snail have access to such intercepted or 
monitored or decrypted information. .....---*.• • - ;• -
21, Responsibility of Intennedtwy — The -Ytiimiflti^ffi'per&fL in-charge of computer resources 
sfial be rs^ponsfcte for any action of Ibafr enipkjyees also and In case of irfotatfort pertaining to 
maintenance of secrecy and confidentially of information or any unauthorised Interception or monitoring 
or decryption of irrformitfon, the intermediary or person in-charg* of eompulw* resouross shell be Habte 
for amy action under the relevant provisions of the laws for the lime being in force. 

22, Review of direction* of competent authority.— The Review Committee shaft meet at least once b 
two months and record its findings whether the directions issued under rule 3 are in accordance wiih the 
provisions of sutHgecdon (2) of section 60 of the Act and where the Review Committee, is of the opinion 
that the *ecttom an not hi accordance with the provisions referred to abov®. it may sst 'aside the 
directions and t i tu t order for destruction of the copies, Including oorresponiSrjg electronic rascord of the 
Intercepted or monitored or decrypted information, 

25. Destruction of records of interception or monitoring or decryption of information.— (1) Every 
record. Including electronic records pertaining to such directions: for interception or monaortng or 
decrypttan of'tatofmaion and of intercepted or moruNored or decrypted informatlDrt snal be destroyed oy 
ttie security agency in every six months except in a case where such information is reqiA'ed, or r*eiy lo 
berecpuired for functionaF nequiremenls, 
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(2) Save as oOmwim required for the purpose of any ongoing ftrtvealigBiion. criminal complaint 
or tegai proceedings, {he intermediary or person ln-ehsfge of computer resources shall destroy record* 
pertaining to directions for Interception of intemtaScm wfSNn a pariod of two months erf cftsconilnuarKa of 
the interception or monitoring or decrypted of such information and m doing so they shaft* maintain 
extreme secrecy, 

24, Prohibition *rf interception or monitoring or decryption of Informatton without aiUhoriiaUoil.— 
{1} Any person wtto iwwvtoriafy or Ftnoftttrigfy, without auttsorisafon unoer rule 3 or rule 4, intercept* or 
attempt* to intercept, or authorises or assists any alher person to inferce$yl or attempt* So irtbBrcepi any 
information in the course Of its occurrence or transmission at any place within Iwlfa. Chal be proceeded 
against sod punished accordingly under the relevant provisions of 1ft© taws for Una time being in taree, 

(2) Any Interception, rrwr^fertng or dtxrypicn of htfortimtbn in computer ressoytce by I M 
employe* of art iitermedi*ry or p*rs©n in-thafge of computer resource or a person «5iu*y jwfltorte*stf by 
the intefflrtediary, may to* undertafcert in course of his duty reflating to the service* provfcted by that 
intermediary, if such actfvHies are reasonably necessary for the dschargie hf* duties as per the preTraiirig 
Indosfry practice*, in connection wih the fof©w4r»g matters, namely--

(l) «ns4alatiori of compote* resource or any equipment to be used with campyier resource; or 

(1) operation or rnainfenflrtce of computer resource; or 

(I) Instalaiion of any communication ink or software either at ih» end of the utterm^ary or 
subscflber, or instaBatton of user account on the computer resource of iMemiediary and testing of the 
**»*& for its fancltfenairty; 

(iv) accessing stored information from computer resource relating to the feisttiafen, oonnesc&on or 
maintenance or aquiprnenl. compu!;^- resoyrce or a coinmyi^calion link or code; or 

(v) accessing stored icvfofmaikws from computer reso«c« tor the purpose of— 
(a) irnplsmerirflirtg iftfctmalioti teourty pracioetB. in the computer resource, 
(bj determinirig any security breaches, computer conta-rmiant or computet virus; 
(c) underiakirtg forensic of the concerned eompMter resource its a part Of irtvetSgaHon or 

Manual audit; or 

W aecesjino; or ar»aiysir»B Irffowrattan from a computer resource for the purpose Of tfieino, a 
compotfir resource or arty person who has contravened, or is suspected of having; contravened or 
being likely to oootrwene. -^^pf.fin^|Eoo of the Act thai Is likely to hav* an adverse impact on the 
servicer provided by tine intenrmdlaryT"' 

{3} The intertiflH&diary or the person m-eharo:e of computer resource and its. employe**' tiiatl 
maintain sttkA secrecy and coofidantiaRly of tntermabOfi HHM* pedbrnrir»g the actions. specified under Sub* 
rule (2), 

25. Prohibition of d&actosuw of intercepted or monitored or decrypted! tnfoCTnation ~- (i) The 
contents of intercepted or monitored or stored or decrypted iniwmatfcm shal not ce used or disclosed by 
Intermediary or any of its employs** or person irMSwge of computer resource to any person other Urt*n 
the intended recipient of the said information under rule 10. 

(23 The contents of intercepted or monitored or decrypted informatmn shell not be used or 
dtsckjaed by the agency authorised under rule 4 for any other purpose, except tor kwesiigaiion or shtrtr^ 
with o4her tecuHty agency for the purposs of lnve.3tig«i|io« or in juoMaf proceedings before ihe competftnt 
court in India 

<3J Saws as otherwise provided in *ub-rule {2). the oonter^s of irtteroGpted Of rrtOfiitortsd or 
deorypted informaiio*! shall not ce disciosod or reported In pupfet by any means, without th@ prtor order of 
the competent court in India 

(4) Save as otherwise provided m aub-rtale {Z). strict confidantiaiiy shall be maRMainarJ In respect 
oi direction for irtlerception, monitoring or decfypBon Issued by concerned competanl authqrtly or Ihe 
nodal officers 
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•|5) Any Wftfmadtafy at Is emptors of pmm Jn-ch»8e «* eewpJter cuacam who 

©Mrtraverie* pflwWons of ihm» ruMs ihal 1% ptoceected tgtainst Hid punished a^xotdingiy tmder. the 
retevani prwistofts of ihe Act fur the time being In force. 

£6} SHftmvm a*fced fw by irw ooncnmed security »g»ney «4 Hie Genlm, lh# security agencies al 
l ie Seate and the Untot tonrtoiy level shall prcwiplftf tluua any iraftoiaieNri wffikh th*y may hawi 
obtained following dfrectott fer TirtewfJion or rrwmrtorfnf or dBoyptori of any Jfitowna|lo« generated., 
transmitted. reertwd or aflond in arty computer reiiowee wrater nil* 3, «Mh the security agarscy *l t ie 
Centre 

N» m v i SHANKER. Jt Sesy, 


