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NOTIFICATION
New Delhi, the 27" October, 2009

G.8.R. 781 (E).— In exercise of the powers conferred by clause (z) of sub-section (7) of section
7, read with sub-section (2) of section 694 of the Information Technology Act 2000, (21 of 2000}, the
Central Government hereby makes the followsng rules, namely:

1. Short title and commencamant— (1) These rule: may be called the Informabion Technology
{Frocedure and Safeguards for Blocking for Access of Information by Public) Rules, 2000,
(2) They shall come into force on the date of their publication in the Official Gazetie.

2. Definitions.— in these rules, uniess the context otherwise requires —
{a) “Act’ means the Information Technology Act, 2000 (21 of 2000);
{b) “computer resource” means compuler resource as defined in clause (k) of sub-section (1) of
section 2 of the Act:
&) “Designated Officer” means an officer designated as Designated Officer under rule 3.
{4} “Form® means a form appended to thess rules,
{8) “intarmediary” means an intermediary as defined in clause (w) of sub-section (1) of secton 2
of the Act;
i “nodal officer” means the nodal officer designated as such under rule 4.
(@ “organisation’ means -
{iiMinisiries or Deparimenis of the Govemnment of India;
(iy sigle Governmenis and Union terriones:;
(i) any agency of the Centrai Governmant, as may be notifiad in the Official Gazette, by
the Cenfiral Government:
{(h)  “request® means the request for blockang of access by the public any information generated,
transmitted, received, siofed of hosted in any compuler resaurce;
(i} “Review Committes” means the Review Committes constiluted under rule 4154 of |ndian
Telegraph Rules, 1951,

1. Designated Officer.— The Central Government shall designate by notification in Offical Gazetie, an
officer of the Central Governmenl not below the rank of a Joint Secretary, as the “Designated Officer, for
the purpose of msuing direclion for blocking for access by the pubSic any information generated.
transmitted, recened, stored or hosted in any computer resource under sub-secton (2) of section 684 of
the Acl.

4. Nodal officer of organisation — Every crganisation for the purpose of these rules, shall designate
one of its officer as the Modal OMicer and shall inlimate the same to the Central Government in the
Cepartment of Informalion Technology under the Ministy of Communications and Information
Tachnology, Government of Indis and also publish the name of the said Nodal Officer on their website

§ Direction by Designated Officer.— The Designatad Officer may, on receipt of any request from the
Modal Officer of an arganisation or a competent courl, by order direct any Agency of the Government or
intarmadiary to block for access by the public any informaton or part thereof generaled, transmifled,
recelved, stored or hosted in any computer resource for any of the reasons specified in sub-section (1) of
section 694 of the Act.

6 Forwarding of request by organisation.— (1) Any person may send their complaint to the Nodal
Officer of the concerned crganisation for blocking of access by the public any information generated,
fransmitied, received, siored or hosted in any computer resource:

Provided that any request. other than the one from the Nodal Officer of the organisation, shall be

sant with the approval of the Cheef Secretary of the concermed State or Union terriory to the Designated
Officer:
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Prowided further nal m case & Union ety e no St Secrelary, Then, suth retusst may e
approved by the Adviser to the Administrator of that Union territory.

(2} The organization shall examine Ihe complaint recened under sub-rude (1) o galisfy
themsahes about the need for taking of action in relation fo the reasons gnumerated in sub-section (1) of
section 584 of the Act and after baing satished, it shall send the request through As Nodal Officer (o the
Designated Officer in the format specified in the Form appended 1o these rules.

(3} The Designated Officer shall not entertain any compiaint or request for blocking of mformation
directly from any person

{4) The request shall be in witing on (he letier head of the respective organisation, complele i all

respacts and may be sent either by mad or By fax or by e-mal signed wilh elecirone signature of the
Hadal Dfficer.

Provided thal in case the request is sent by fax or by o-mail which is not signed with electronie
signatune, the Nodal Officer shall provide a signed copy of the request 50 as to reach the Desgnated
DA wihin 3 period of heee days of reoesk of e mouesl by such fax of el

(5] On receipl. each request hall be azs:gned a number alongwith the date and birme of Bs receipt
by the Designated Officer and he shall acknowledge the recept thereof to the MNodal Officer within &
penod of twenty four hours of its recedpt

7. Committee for Bxamination of request— The request alopgwith the printed sample content of the
gieged ofierding miormnantn w0 pamt feredd shal pE eaamned by a tommsee conssing of ne
Designated Officer 8% its charparson and represeniatives, nol below the rank of Jont Secretary n
Minestdes of Law and Jushce, Home Affairs, Information and Broadcasiing and the fndiagn Comgpuber
Emergancy Response Team appointed under sub-section (1] of secton 708 of the At

& Examination of request.— (1) On receipt of request under ryle 6, the Designated Officer shall make
¥ reasonable effords to identify the person or intermeadiary whe has hosted the infarmation or part thereof
as well as e computer resource on which sucn Imormabon or patt hareo! 15 being nosted ant whers ni
15 able to identify such person or intermediary and the computer fesource hasting the informalion or part
tnereol which have been requested to be blocked for public acoess, he ghall issul a notice by way of
lgthars or fax ar e-mall signed with elactronks signatures to such parson ar intermediary in cantrol of guch
computer regource to appear and submit thelr reply and clanfications, if any, before the commitee
refarred 1o in rule 7, at a specsfied date and ime. whech shall nol be less than forty-enght howrs from the
time of receipt of such nofice by such persan or Miermadiary

(2] In case of non-appearance of such person or intermediary, who has been served with the
notice under sub-rule (1), before the committee on such specified date and tme, the commities shall give
specific recommendabion n witng wit reepect b2 the reguest received o the bodal Officer, based on
the information available with the commitiee,

{3} In case, such a p@rson or intermediary who has been sérved wih the nolice under sub-rule
(1), is a foreign entity or body corporate as wenbfied by the Desighated Officer, nobice shall be sant by
wiay of lettars or fax or e-mail signed with slacironic signatures to such foreign enhily or body cofporate
and any such foreign entity or body corporate shall respond o such a notice within the time spaciied
therein, failing which the committes chail gve specfic recommandation i widing With respect 1o the
retuRs) TeCEved Tiom he Hoidsl Officed, based of he mfgimation dvalatle Wit the commidiee

{4) The commiftee referred (o in rule 7 shall examine the request and prnted sample Information
and consider whether the request is covared within the scope of sub-sechon (1) of secton B84 of the AL
and that it is justifiable to block such information or part thereal and shall give specific recommendation m
writing with respect to the request received from the Nodal Officer

{5) The designated Dificer shall submit 1ne recommendanon of the tomminet, in respect of ne
requiest for blocking of information atongwith the details sant by the Nodal Officer. to the Secratary in tho
Department of Information Technology under the Minisiry of Communications and [nformation
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Technology, Government of India (hereinafler referrad io as the "Secretary, Depanment of Information
Technology™)

(&) The Designated Cfficer, on approval of the requast by the Secretary, Depariment of
information Technology, shall diwect any agency of (he Government or the miermediary (o block the
offending information generated, ransmitled, received, stored or hosted in (hey computer resource for
pubilie ascess within the tiome limit Specified in the direction

Frovided that in case the reguest of the Modal Officer 5 nol approved by the Secrelary
Depastiment of Information Technology, the Designated Officer shall convey the same 1o such Nodal
Officer.

9. Blocking of information i cases of emergency.-— (1) Naotwithstanding anything contained in rules
7 and 8, the Dessgnaled Officer, in any case of emergency nature. for which no delay is acceplable, shall
gxgmineg the request and printed sample information and consider whether the regquest'is wilhin the scope
of sub-section(1) of section 894 of the Act and il is necessary or expedient and justifiable to block such
i Traiien of pan iherend and sulbend tne TegeRsl i tpeclie reoomenendalinns I wring 1o Secrelary,
Department of information Technalogy.

(2) In a-case of emergency nature, the Secretary, Degartment of Information Technology may, i
he is salisfied that it is necessary or expedient and pustfiable for blocking for public access of any
ImberTnation o paTh Yheteot Witugh any cofhpolen TespURTE ano BiE 1ECOITITGg TERSDNE T owitiTiD, 8% on
interim measure (55ue such directions as he may consider necessary to such identified or dentifiable
persons or intenmedary in contrel of such computer réscurce hosting such information or part therea!
without giving hirm an oppertunity of hearing.

13 The Desgnated OMcer. at the samest but not 1ater than fory-eight hours of issue of direction
under sub-rule (2], shall bring the reques| before the committes referred to in e T for ds consideration
and recommendation.

(4] On recepl of recommendatons of committes, Secratary, Depariment of Information
Technology, shall pass the final order as regard to approval of such request and In case the request for
biocking 8 not approved by the Secretary, Department of Information Technology in his final order, the
interim direction Bsued under sub-rule (2) shall be revoked-and the person or intermediary in controd of
such mformation shall be accordingly directed to unblock the information for public azcess.

10, Process of order of court for blocking of information. — In case of an order from a competent
cowrt in India for blocking of any information of part thereof generated, ransmifled. received stored or
hosted in @ computer resourc®, the Desgnaled Officer shall, immediately on receitpl of cerified copy of
ihe court order, submit it to the Secretary, Department of information Technology and indiate action as
directed by the court

11. Expaditious disposal of request — The request récelved from the Nodal Officer shall be decided
expedibously which in no cage shall beé mofe than seven Working days from the date of receipt of the
requést

12, Action for non-compliance of direction by Intermadiary, — In case the intermediary fails 1o
somply with the direction issued 10 him under nule 8, the Desigrated Officer shall, with the prior approval
of the Secretary, Pepartment of Information Technology, inltiate appropriate acton a8 may be requwed o
comply with the provissons of sub-section (3) of seclion 68A of the Act.

13, Intermediary to dealgnate one person to recelve and handle directions — (1) Every intermedrary
shall designale af least one person io receive and handle the directions  for blocking of access by the
pubkc any nfarmabion generatéd, transmitted. réceived, stored or hosted in any compuler resource under
these nuas,
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(2} The designated person of the Intermediary shall acknowledge recemt of the directions to the
Desgnated Officer wathin bwo hours on receipt of the direclion through acknowledgement letter or fax or
e-mail signed with electronic Signature.

14 Meeting of Review Commitiea — The Review Commitlee shall meet at least once in two months
and record its findings whether the directions issued under lhese rules are in accordance with the
provisions of sub-seclion (1) of sechion 65A of the Act and if 15 of the opinion that the directions are nolin
accardancs with the provisiong referred to above, it may sel aside the direchons and issue order for
unblocking of sald mformation gencraled, ransmitled, received, stored or hosted in 3 compuler resource

"for public access,

15. Maintenance of records by Designated Officer — The Dessgnated Offices shall maintan complaie
record of the reguest recened and achion laken thereof, in elecironic database and also in register of the
cases of blocking for public access of the information generated, transmitted, recewved, stored or hosted
in @ computer resource,

16. Raquests and complaints to be confidential.— Strict confidentalty shall be mantained regarding
all the regquests and complaints receved and actions iaken thereod

FORM
[Sesa rule 6L

A. Complaint

1. Namwe of the complainant . —
(Person who has sent the complamt 1o ihe MinistryDepanimantState Govt /Modal Officer)

2. Address

City - Pin Code:

3. Telephone {prefix STD code) 4 Fax (fany) :

&, Maob#e (f any):

&, Emall (If any):

B : Details of website/ computer resource/intenmediary! offending Information hosted on the
“wlle‘ne give detals wherever Enodwn}

7. URL / web address |
B I Address .

8 Hyperlink
10. ServerProxy Server agoress |
11 Hame of the Intermediary

12 URL of the Intermeadiany .

iPlease attach screenshobiprintout of the offending information)

13 Address or location of iIntermediary in case the intermediary 5 telecom service provider, nebwvork
service provider, inlemet service provider, web-hosting service provider and cyber café or olher form
of intermediary for which information under polnts (7, (B]. (85, (107. (11) and (12} are not available.
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€. Detaits of Roquest for blocking

14 Recommeandation/Comments of the Ministry/Stale Gowt. ___

15; The lewe! at whnech ine commenis recomrmendation have been aporoved
(Pigase specdy designabion)

16 Have the complaint been examined in Mindstry'State Govermanent | YN

17 IF yes, under wich of the fallowing reasons it falls (please fick):
(rlinterest of soweraignty or ntegrty of India
{if) Defence of India
(it} Security of the State
[ Friendly relations with forasgn States
vl Pubilic ardes
{wil For prevanding inGilement to tHe commission of any cognisabde offence relalng 1o above

0. Detais of the Modal Officer forwarding the complaint alongwith recommendation of the
Minkstry/State Govt. and related enclosures

18 b of the Modal Qe

149, Desgnaticn ——
20 orgarssation o
21, Agdress : s

Cily T Code L
22 Telephone: (prefis STD code) 23, Fax (if any)

24, Mobde (i any)}

25, Email (if any);

E. Any other information

F. Enclosurnes 1
2
|
Date Place: Signalure

[Ma. 9016812004-FC]
M RAVI SHAMNKER, Jt. Sacy
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