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W.eRt'Pr. 735(3T ) . - % # ! y^R,-gxFn^si"lPl*l 3TfqfWI, 2000 ( 2 0 0 0 ^ 21) "ERT *TRT 16 ̂ W ^ f e l m\ 87 ^T 

"3̂ iTRT ( 2 ) % « 5 ( " 5 ) "5TTT3T̂ T !J|PM4)" >̂T"SPIFI ' ^ ftr, [HHRriRsd tWT^RRJTt, « m t \ : — 

1. ^ra';rm3tn""OThT.—(O^fa^^Hft-ro^'Sj^FTT ylaif'i*! (^nylsbNOtroH, 200411 

( 2 ) ^ TTSPra^' 51'cfiÎ H ^Pt cTRte gJt TT^rT#t I 

(=&) ''•w'¥wi,'"^^pnyl4ilPi*1 siftiwi,2000 (2000^21) arfHJfat; 

(T3) u3T^^?imM iT3r f*TOTlOT3Tf 'T^nm 

gw f**il ?<3«tiiR* a#i#3^5T 3rft)UMi«R srfafcrt; 

(T) ' ' 5T^RSNvT" ^ O.UI.<*U'2ftH Sffvr^T% fa£ ifT'Rfe UlfWcrl 1 ^ ^ ^ ! <4H4PI ̂ vl% 1%# HT ^ ^ Mulleil ^ • 

(*0 "Ttttimi" if&ftjpa 3#T&T I , 1 w f V*fi?l\ 3TftR> k,<*1$<t ^ ^ fSR 3J<lfcf«*i f , "3ft faftft * ^ i < % % ^ 

WPBTW, ^ M sm 1=132'̂  zu-ay is^rn f^rf.'^i PI*MI«W ^rcft t ; 

(^) - ^ ̂ f am -q̂ f %, ^ i=i fwff "cf "$Pi/ra f t i t , 3TR T̂R r̂fw wf f, f%g arfaPm 3 MfrmRm t , ^ «r«f # t , •# 

3. ^Tf^RT ^cJilPdeh 3Tfit#!3.—W 3TfafW? % SPTTSfif % ( ^ i+ul ^^^iPt-h S l f t ^ T ^ <R ̂ fc f f i S^ lP-Hi 
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fa^n •strait; 

f f '• :••' ••• '•••y': : • 

^t <m4l'i sfafa ^Rnw "gt̂ ra " ^ % fe^ fa*n wai t afrc ir̂ mejfTtr t?i ̂  ^ fe H"iici) 3' ̂ rra ^r fan T̂RU t ; 

(•El) •qqTft^'FTT^^n^^glJ^^{,grsF1^'3i<lftV^-i| u ,̂M|;j •^•gqfiKT% ["-H^l^'t, ^ 3^1*1 g^|^-qf^T^T% 

%f%Tlf rtl^RIfl t ; 

(^) ^ f a ^ f ^ W m ^ m m ^ ^ l f e ' ^ ^ f ^ n i i S ^ ^ 
•^r% fa*n "sn ^%m ; 

(^) - ^ feg^n i ylylPi^l (wpnnfa^Krd) fwr, 2000 % fw? 6 3 ftfae "Iin^f ^T ^ i * i ^ era 3̂ 1% 3 ^ T 
TWISTC: % Tpr̂ , M îm afrr. -vrtTm "d t , ^ ^JMK-H farr "n̂ n t ; 

(•3) ^r fa sfafa W R I T T̂ 3<3^IPH> srfir^n ^ - ^T fti% ̂ ' 1̂<?I *m t *rfe ̂ ^ I I H ^ - grfM r̂g ̂ t MR̂ fdct fa^r 

[•"RU 9(8)/2003-$Rt] 

MINISTRY OF COMMUNICATIONS AM) INFORMATION TECHNOLOGY 

(Department of Information Technology) 

NOTIFICATION 

New Delhi, tlie 29lh October, 2004 

G.S.R 735(E).—In .exercise of llie powers conferred by clause (e) of sub-section (2) of Section 87, read with 
Section 16 of the Information Technology Act, 2000 (21 of 2000), the Central Government hereby makes tlie following rules, 
namely:— 

1. Short title and commencement—(1) These rules may be called the Information Technology (Security Proce­
dure) Rules, 2004. 

(2) They shall come into force on die date of thcirpublicatiou in the Official Gazette. 

2. Definitions.—In these rules, unless the context otherwise requires,— 

(a) "Act" means Uie Information Technology Act, 2000 (21 of 2000); 

(b) "digital signature" means authentication of any electronic record by a subscriber by means of an elec­
tronic method orprocedure in accordance with die provisions of Section 3 of die Act; 

(c) "hardware token" means a token which canbe connected to any computer system using Universal Serial 
Bus (USB) port; 

(d) "smart card" means a device containing one or more integrated circuit cliips, wliich perform Uie functions 
of a computer's cendre processor, memory and input or output interface; 

(e) words and expressions used in diese rules and not defined but defined in die Act shall have the meaning 
respectively assigned to diem in die Act. 

3. Secure electronic record.—An electronic record sliall be deemed to be a secure electronic record for the 
purposes of die Act if it has been audienticated by means cf a secure digital signature. 

4. Secure digital signature.—A digital signature shall be deemed to be a secure digital signature for die pur­
poses of the Act if the following procedure has been applied to it, namely:— 

(a) that the smart card or hardware token, as die case may be, with cryptograpliic module, in it, is used to create die 
key pair; 

(b) dial the private key used to create die digital signature always remains in die smart card or hardware token as 
die case may be; 



[MFTII—75^ 3 (i)] MTOT̂ t TT5P̂  : ggpngj 3 

(c) that the hash of the content to be signed is taken from tlie host system to tlie smart card or hardware token and 
tlie private key is used to create tlie digital signature and tlie signed hash is returned to tlie host system; 

(d) that tlie information contained in tlie smart card or hardware token, as the case may be, is solely under tlie 
control of the person who is purported to have created the digital signature; 

(e) that tlie digita 1 signature can be verified by using tlie public key listed in tlie Digital Signature Certificate issued 
• to that person; 

(f) that tlie standards referred to in rule 6 of tlie Information Technology (Certifying Authorities) Rules, 2000 have 
been complied with, in so far as they relate to the creation, storage and transmission of the digital signature: 
and 

(g) that tlie digital signature is linked to the electronic record in such a manner that if the electronic record was 
altered tlie digital signature would be inval idated. • 

[F,No.9(8)/2003-EC] 

S. LAKSHMINARAYANAN, Add! Secy. 


